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Abstract

This report develops the 6G DAWN architecture as defined in E3 by focusing on its key concepts by
analyzing state of the art and focusing on the architectural contributions of the project beyond state
of the art. Though there are global concepts that are transversal to both subprojects, 6G DAWN-
ELASTIC puts more emphasis on energy management.
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Disclaimer

This document has been produced in the context of the 6G DAWN Project. The research leading to
these results has received funding from the Ministerio de Asuntos Econdmicos y Transformacion
Digital (MINECO), under grant TSI-063000-2021-54.

All information in this document is provided “as is" and no guarantee or warranty is given that the
information is fit for any particular purpose. The user thereof uses the information at its sole risk and
liability.

For the avoidance of all doubts, the MINECO has no liability in respect of this document, which is
merely representing the author's view.
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Executive Summary

Document E3 presented the “First release of the use case requirements, KPIs and 6G DAWN
architecture.” This represented the framework over which the project evolved, and has proven to
have been correctly defined, since no modifications were needed after that. Therefore, after E3, the
work focused on confirming this initial framework and on further developing its key concepts by
carrying out a detailed analysis of state of the art and progress beyond. This outcome is then fed
into the architecture and the various PoCs of the project. In this sense, this document presents the
state of the art of the key technical concepts that the project deals with, presenting their evolution
because of the 6G DAWN contributions. Concepts that are considered global are presented both for
6G DAWN ELASTIC and 6G DAWN RESILIENT subprojects, but there is also a specific section for the
technical concepts for the ELASTIC subproject, with energy being one of the main themes.

The following list presents the key concepts the project tackles, both globally, or specifically for each
sub-project.

Global key concepts:

e NPN Digital Twin System
e Extreme Edge
e Al/ML agent for control loops

e xApps in O-RAN

e Relation of vertical KPIs with the network configuration
e Inter(a)-slice reconfiguration and massive slicing

e NEF instance for KPI data and configuration capabilities exposures of NPNs
e Al/ML methods for reducing energy consumption
ELASTIC specific key concepts:

e Network-aware distributed analytic engines (AEs) Al models for slice-level KPI prediction
under long-term SLA constraints

e Energy efficiency as service criteria

e O-RAN network interfaces for KPI extraction and support Al driven network management

e ML optimization with an embedded analytics engine in a Digital Twin

The main contribution in each of the architectural key concepts is discussed in detail in the
corresponding section and all contributions are summarized in the conclusions section.

The key concepts are also mapped to the PoCs in which they will be applied in section 4.
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1 Introduction

This document is entitled “Final release of the use case requirements, KPls and 6G
DAWN architecture”. The previous deliverable E3 “First release of the use case requirements, KPls
and 6G DAWN architecture” [6GDE3] presented the initial architecture that the project implements
in the various Proof of Concepts (PoCs). The requirements and the KPIs per use case were also
detailed. No significant refinement has been identified in the use cases, architecture, and PoC
definition, including requirements and KPIs, hence considering what it was presented on [6GDE3] as
final. As a consequence, this document focuses on developing in detail the key concepts that stem
from previous work in the project so as to finalize all the details of the architectural work and to
identify the 6G DAWN contributions beyond state of the art.

Technical key concepts that are considered global to both subprojects 6G DAWN ELASTIC and 6G
DAWN RESILIENT are presented in Section 2. Section 3 deals with the specific topics in the ELASTIC
sub project having energy as core theme. Section 4 presents the mapping among PoCs and concepts,
identifying which proof of concept deals with a given technical concept. Finally, section 5 presents
the conclusions.
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2 6G DAWN Global Key Concepts

In Section 2 we are going to present the global key concepts that have been studied in 6G DAWN
project, both in ELASTIC and RESILIENT, analyzing the state of the art when the project has started,
and 6G DAWN contributions beyond this state of the art.

2.1 NPN Digital Twin System

The Network Digital Twin (NDT) concept we refer to in this project embodies the realization of a
Digital Twin for 5G Network systems, and, more specifically, a Digital Twin for a Non-Public Network
(NPN) [5GACIA] gNB system. NDT sits, thus, in the convergence of Digital Twin and Mobile Networks
concepts [NDTERI], where the Digital Twin approach is applied to different use cases of network:
from R&D to network operation (management, deployment, and site engineering). The aim is to
achieve an accurate real-time representation of a physical network entity creating a virtual image of
a real network element and then use it to simulate different scenarios and identify the most suitable
one to the requirements and patterns of traffic of the users/devices enjoying mobile network
connectivity services in an NPN.

Within this scope and context, the Network Digital Twin overall abstract model represented in Figure
1 is characterized by a set of complementary aspects of the physical system and environment of a
specific NPN system, which the corresponding NPN digital instance is aware of, namely, Spectrum
Assignment, Spectrum usage technique, Radio Unit type, gNB configurations, air conditions, KPIs and
Traffic Models.

et

-

Configuration Modgl D|g|t0| TWln

1

[Tmffic Models r— ]

%

FIGURE 1: NETWORK DIGITAL TWIN

When it comes to the key use cases supported by the NDT platform they involve i) Configuration
proposal for Physical Twin based on service requirements, that delivers rank ordered list of feasible
configurations that match the requirements of user service, ii) Configuration implementation in the
Physical Twin based in service requirements, securing the actual implementation and necessary
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reconfiguration of the system accordingly, and iii) Performance comparison between Physical and
Digital Twin performance, providing rich information about how the service is running vs
expectations.

Then, a foundational design principle for the NDT platform is the integration of three sources of
knowledge for making up robust and accurate models of the twinned NPN instances.
> > >

Domain knowledge Automated Measurement Data Field/Operations Data
-based Theoretical Model -based Empirical Model -based Trained Model

Inputs Units Mbps

NR Band n78
DL Band Centre 3550 Mz
lable Banduwidth 00 MH

Downlink Component Carriers
cc-1
Enabled 1

Numbes

Uplink

Bandwidth | 100MHz |

MIMO Layers 1

Max Modulation | 256 QAM
Modulation Order 8

Total PRBs 273

Numerology 1
UE Capabilty (f) 1

carrier bitrate [Mbps] | 172.422

Peak Spel

KPI Derating Factor 80%

Total bitrate [Mbps] 137.94
Total Bandwidth [MHz] 100 |

Peak Spectral Efficiency [bps/Hz] 14

FIGURE 2: FROM DOMAIN KNOWLEDGE MODELLING TO MODEL TRAINING FOR NDT

As illustrated in Figure 2, the NDT platform is proposed to be fed with i) a domain knowledge model,
ii) an empirical model, and iii) a data-driven trained model. That combined strategy allows for
respectively i) dealing with expectable ranges for performance, ii) predicting performance levels for
multiple potential configurations and finally iii) accurately predicting performance for the system in
its current configuration, condition, and usage, based on training.

Finally, the proposed NDT platform embodies a set of services that may be either directly used by
the CSP or invoked and composed with other services, by several stakeholders of the NPN it serves.
This provides the NPN ecosystem with a powerful tool to gain observability of the NPN and devise
new services for the customization, monetization, optimization, and sustainability of the NPN. We
propose to i) base the exposure of NDT services on interoperable standard interfaces whenever
possible (in practice, whenever a similar service is already defined by 3GPP), and ii) provide open
access APIs to access NDT platform services that lay beyond the scope and plans of mobile networks
interoperable standards, for dealing with NPN NDT specific services exposure.

*
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2.1.1 State of the Art

4 Digital Twin A Network
N Digital Twin
* Generic Objectives » Embraces vision of DT

* Philosophical Principles
* Generic Use Cases

; Digital Twin initiatives —/

for
* Applicationto 5G NPN

\

\

" 5G Networks
2
Two S *  Applicability:
Unrelated &  + 5GNPN
and Parallel é * NEF (forexposure).
“worlds” © * NWDAF (for analytics)

~

)

FIGURE 3: SOTA CONTEXT FOR NETWORK DIGITAL TWIN

As represented in Figure 3, the "worlds” of Digital Twin (principles) and Network technologies
(standards) are indeed unrelated, evolving in parallel tracks, and governed by different dynamics. So,
the Network Digital Twin concept is the first convergence of those two worlds and their trends into
an innovative concept that stemming from and embracing the vision of Digital Twin, it is meaningful,
feasible, and applicable, in particular, for 5G NPN systems.

For a structured analysis, trends in the two complementary worlds (Digital Twin, and Networks) that
are instrumental to the overarching concept of Network Digital Twin, shall be analyzed now.

Analysis from the Digital Twin space

The digital twin concept could be defined as a digital representation of a real-world object
synchronized at a specified periodicity and fidelity. This original concept where systems were
mirrored to monitor unreachable physical spaces was used by NASA in 1970 for the Apollo missions,
among others. This potential of virtual and simulated models has been considered as precursors of
Digital Twin (DT), however, are not considered proper DTs, as lack of seamless connections and real-
time data exchange allowing the periodic “twinning” of the digital to physical [GRIEVE].

The DT concept evolved and, in 2002, Michael Grieves described an accurate real use case applied
to manufacturing [OLCO]. In this white paper, the DT concept is defined as containing the following
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three primary elements: the physical object in real space, the simulated object in virtual space (with
virtual sub-spaces), and the link for data flow between the real and virtual spaces.

Digital Twin is used, today, in industries such as aerospace, automotive, energy, and manufacturing
helping to improve processes and products. Despite its wide -and fragmented- applicability and
momentum, and because of the many diverse ecosystems the DT approach is embraced in, no
common industry standards are addressing a specification of this phenomenon. Instead, only general
ambition principles are discussed at several associations and institutes such as Digital Twin
Consortium [OLCO], and reflected in articles in journals [BARR].

Analysis from the Mobile Network technologies domain

No 3GPP standards (specs) are defined or planned to be defined in the near future for a full-fledged
all-purpose Network DT platform as such. A possible reason behind this could be that an eventual
3GPP specification for a Network Digital Twin platform should cater to creating, maintaining, and
exposing Digital Twin instances for any type of 3GPP network, so the complexity involved in such
type of functionality for complete (physical) 5G networks, with potentially millions of users, multiple
traffic models and heterogeneous usage patterns, thousands of apps and many thousands of square
kilometers of coverage is simply overwhelming and clearly not addressable for the near future.
That said, within the family of specs of 3GPP the closest one to be supporting some of the basic
requirements of Network Digital Twin is that of NWDAF, since the role of this NF in the 5GS is to
analyze QoE and provide insights for enabling automation in the Core for reducing CAPEX and OPEX
whilst safeguarding QoE target levels. So, in many ways, core processes assumed to be executed by
a NWDAF function, including continuous performance measurement collection and carrying out real-
time network data analytics, are also required for a Network Digital Twin implementation. However
there’s a critical space of requirements that NWDAF specs do not cover vs the intent of NPN Network
Digital Twin encompassing i) creating, maintaining, and exposing Digital Twin Instances for
simulation and planning purposes (Digital Twin principle), ii) the specific focus of application to NPNs
(physical system to be twinned), and iii) generating insights, recommendations and enforcing
actuations beyond the core and into the RAN, as major influential network segment for NPN
performance optimization (domain of analysis and actuation).

Finally, 3GPP NEF specs are also adjacent to the NDT space, considering the possibility of exposing
NDT capabilities to AFs. Here there’s a two-way influence. On the one hand, NEF specs for Analytic
Exposure are south-bound supported by the NDT platform, for that purpose; and, on the other hand,
the capabilities for RAN configuration supported by NDT could be exposed via NEF-type (not
standardized) interfaces. In summary, NEF is the proposed facade for interoperable exposure of NDT
capabilities to AFs, through the standardized interfaces whenever available, and adequately
complemented by new interfaces to be developed for non-3gpp-supported capability exposure in
the scope of NDT.

2.1.2 Beyond the State of the Art in 6G DAWN Context

The key technological aspects enclosed in the NDT concept being researched that go beyond the
SotA are:
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e It implements the full set of digital twin functionalities from performance monitoring and
analysis to recommendations and actuation -i.e. this NDT platform provides a comprehensive
one-stop shop innovative Network Digital Twin service developed ahead of eventual
standardization in the mid-term.

e It specifically addresses PNI-NPN scenarios, modeling NPN technology and performance vs
the typical usage patterns and environmental conditions applying to this type of
environment, i.e. this NDT Platform is designed for dealing with and learning from, specific
scenarios and needs not addressed by generic analytics tools. Also, given the NPN context,
the NDT platform incorporates and exposes special network configuration capabilities for
performance optimization purposes -a service that makes full sense for NPNs as opposed as
for PNs, where it is neither applicable nor feasible in practice.

e It leverages three complementary models for NPN performance (theoretical model, empirical
model and ML model) corresponding respectively to the model of ranges of performance
supported by 5G for a broad set of NPN configurations, the model of actual performance of
the system measured in the lab for multiple configurations and usage patterns, and, finally,
the ML model derived, and improved continuously, from the actual usage, behavior and
performance of the system in the field. (See resources).

e It integrates with 5G network architecture at the 5G Core, as any other 5GC NF, i.e. it is
designed to be deployed in the network itself, thus gaining privileged access to other NFs
and resources. This approach is similar to -and inspired by- that of other standardized 3GPP
NFs (such as NEF and NWDAF) which must interact with both 5G network and AFs in order
to effectively fulfil its mission.

e It supports deploying both autonomic close-loop strategies (embedded) and open-ended
(co-operative) approaches with upper layer functions and applications (open exposure of
APIs) for network observability and smart ML-based optimization, i.e. this NDT platform is
versatile, modular and open.

2.2 Extreme-Edge

As already described in the previous Deliverable E3 [6GDE3], the Extreme-Edge domain refers to
those resources in the Network Continuum beyond the technical and the administrative domains of
a specific stakeholder, also part of that network continuum. As a whole, this "extreme-edge" concept
refers to the deployment of advanced computational capabilities at the very edge of a network, in a
highly distributed way. This concept goes beyond traditional edge computing, which typically
involves processing data close to where it is generated but still within a well-structured and
controlled infrastructure that commonly belongs to a specific stakeholder. Extreme-edge computing
pushes this boundary further, enabling processing, decision-making, and intelligence in remote,
mobile, or harsh environments. Besides, this Extreme-Edge domain may contain physical or
virtualized network infrastructure resources (compute, storage, and networking resources) belonging
to multiple stakeholders, e.g., multiple network operators, vertical industries, hyper-scalers, neutral-
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hosts providers, or even end-users. The integration of this extreme-edge domain as part of the
network management and orchestration (M&O) processes is considered a relevant innovative topic
in the European 6G research flagship projects [HEX][HEX2].

One of the main challenges associated with the integration of this extreme-edge is the high
heterogeneity of devices in such domain, which besides the regular networking infrastructure already
in the 5G core and edge networks (e.g., data center and distributed servers, routers, load balancers,
storage systems, switches, etc.) may also include a very high number and technologically diverse set
of end-user devices, such as industrial devices, devices in vehicles, AR/VR devices, 10T devices, home
appliances, smart city systems, drones, etc. Many of those devices can be also battery-powered, or
with reduced computing or storage capabilities. But beyond accessing those devices to send them
simple commands or gather data from them (something already feasible in the 5G technology), the
main challenge towards 6G is the possibility to “orchestrate” network service components on those
infrastructure resources as it is already done in the 5G edge and core networks. The rationale behind
that is that, in many cases, these devices may have significant computing and storage capabilities,
which can allow to extend the pool of the available infrastructure resources from the edge (already
reachable in 5G) to the extreme edge. This will also enhance the regular edge capabilities in terms of
latency, since the extreme-edge devices are even closer to the end users. Also, in the possibility to
offload certain computing tasks on those devices (e.g., Al/ML-related intensive computing tasks),
which may also help to reduce the data transmission needs (if certain computing task can be
performed directly on an extreme-edge device, there is no need to transmit a big amount of data to
the regular edge or core networks).

However, this integration of the extreme-edge domain requires to re-think the M&O system towards
6G. We are not talking anymore about deploying (orchestrating) services on a static set of
infrastructure resources belonging to a specific MNO and deployed on strictly controlled and
supervised facilities. On the contrary, resources at the Extreme-Edge can be highly volatile: they could
unexpectedly  connect/disconnect, move, or unexpectedly change their available
computing/storage/networking resources. Also, this would be a cloud-native-like massive in scale
ecosystem and, as mentioned, with devices belonging to a multiplicity of stakeholders (and not just
the MNOs). All this obviously poses relevant challenges when it comes to managing and
orchestrating network services on this infrastructure with the appropriate QoS and QoE levels. These
challenges can only be addressed by evolving the current 5G M&O components and mechanisms,
incorporating new features tailored to deal with this huge, diverse, and highly dynamic environment.

2.2.1 State of the Art

Given a generic network with its constituent nodes, the concept of edge is intuitively associated with
the subset of nodes that are located close to the external limit of such network. These edge nodes,
in some cases, are considered to have special features, e.g., by playing the role of providing access
to the network for users outside the network (access nodes) or by being able to enable low latency
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interactions with external users, because users and edge nodes could be physically located close
each other. In this context, the Edge Computing concept is understood as a network architecture
concept that enables cloud computing capabilities and service environments, which are deployed
close to the UE, promising several benefits such as lower latency, higher bandwidth, reduced
backhaul traffic, and prospects for new services compared to the cloud environments [23.558].

In parallel to this concept of the edge, the more specific "extreme-edge" concept is also used to refer
to those outermost edge nodes, i.e., those located at the very edge of the network. This is the case,
e.g., in the White Paper for Research Beyond 5G [NW-15], where “extreme edge” network functions
are early mentioned as playing a role “in the area of access network and user equipment (UE) or user
devices (UD)". Also, in [PWB16], that mentions the extreme edge concept associated with a specific
edge computing platform (called ParaDrop) providing computing and storage resources at such
extreme edge of the network, to allow developers to flexibly create new types of services. In this case,
that extreme edge consisted of the Wi-Fi Access Points (AP) or the wireless gateways through which
all end-device traffic (from personal devices, sensors, etc) was passing through. For this, the
justification for using these extreme-edge nodes was because the Wi-Fi AP had unique contextual
information about end-devices (e.g., regarding proximity or channel characteristics) that were lost in
devices located deeper into the network. This concept of "extreme-edge” referring to components
at the extreme edge of the network, or even to components connected to the network already at the
user domain is also sometimes referred to as "far-edge” [FUT21], or also as the “fog” [HV19] or the
“mist” [ACC-19], trying to convey the idea of a “cloud” that would be in a very close proximity to the
end-user.

The same extreme-edge concept has also been used in the loT technology context, where the loT
devices are understood as the outermost edge nodes in the network. E.g., [PMJ+19] defines the
extreme-edge as those loT devices where the most essential and limited tasks (identified as the
sensing and sending data related tasks) are carried out, while the processing of data is performed at
the so-called “regular” edge. Other examples of references to the "extreme-edge" concept in the
context of the loT technology are [MMS+20] [RKN23] and [MKZ+17], but many others could be
found.

Regarding the telecommunications sector, one of the most relevant works is the ETSI-defined Multi-
access edge computing (MEC) concept [MEC003], formerly mobile edge computing, which is
intended to enable cloud computing capabilities at the edge of the cellular network. This MEC
technology is designed to be implemented at the cellular base stations, or other edge nodes. This
MEC concept targets the edge resources as a whole, without specifically mentioning the extreme-
edge resources.

Also, in the context of the telecommunications sector, the 5GCity project [5GC16] was early
mentioning the extreme-edge concept in the EC research community, proposing to build and deploy
a common, multi-tenant, open platform to extend the centralized cloud model to the extreme edge
of the network. Later, in the research towards the future 6G networks, the concept of the extreme-
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edge integration in resource and service orchestration processes has started to be considered as a
relevant innovation topic in the EC flagship projects Hexa-X [HEXD61-21] and Hexa-X-Il [HEX2D63-
24].

All in all, we can say that today, this concept of edge-to-edge is already widely used, being
increasingly referred in multiple works in the field of networking technologies, and specifically, in
relation to the development of 5G and 6G technologies.

2.2.2 Beyond the State of the Art in 6G DAWN Context

Below are the envisaged 6G DAWN contributions beyond the state of the art in what regards
considering the extreme-edge key concept:

a) Consideration of the extreme-edge domain as part of the multistakeholder/multi-domain
network continuum.

Rationale:

As explained in the previous sub-section, the extreme-edge concept is commonly defined in
the state-of-the-art associated to a “specific network”, which is presented as a self-contained
entity with a defined number of nodes connected to each other, and where the extreme-edge
are those outermost edge nodes in such network.

However, one of the main innovations envisaged towards 6G is the unified orchestration
across the so-called network continuum [HEXD62], which refers the multistakeholder set of
network infrastructure resources (i.e., compute, interconnect, and storage resources), physical
and/or virtualised, spanning across the different technological and administrative domains of
the network, but exposed to each stakeholder as if they were a single integrated resource.
Considering this, the extreme-edge domain for each specific stakeholder participating in the
network continuum is considered to be not only the subset of resources at the very edge of
its own network, but also all those network resources in the continuum beyond such edge,
which may be owned by multiple stakeholders (not only MNOs, but also infrastructure
providers, vertical industries, neutral hosts, hyper-scalers, or even end-users), and so,
distributed in different technological and administrative domains. This would make the
extreme-edge domain as a relative concept: a specific “regular” edge resource belonging to
a specific stakeholder X could be considered as an extreme-edge resource for another
stakeholder Y. Also, this makes the extreme-edge devices highly heterogeneous. They
include not only small-scale devices like Customer Premise Equipment (CPE) or loT
devices, but also medium or large-scale computing and networking resources. These
resources may be hosted by relevant stakeholders such as certain industries or hyper-
scalers. But most significantly, this is what makes the extreme edge so huge at a cloud-native
scale, diverse, and volatile, as it may contain a wide variety of resources beyond a single
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MNO's own domain. As a whole, this approach would be in line with the mist computing
paradigm [ACC-19] (everything computing everywhere in a decentralized and distributed
computing mesh), or the long-standing “pervasive networks” concept [ECP+02], but in the
context of the mobile communications networks.

This obviously poses new challenges beyond the state-of-the-art regarding the management
and orchestration of the network resources and the services deployed on them. As a whole,
the approach here is drastically different from the one commonly taken in the previous 5G
system, where the services orchestration problem used to focus in a centralized manner on a
specific stakeholder scope: the MNO. In this case, however, the orchestration must be natively
multistakeholder, to address the deployment and the operation of the network services over
the different domains of the network continuum.

b) Implementation of a software component to emulate in a controlled laboratory environment
the concepts associated with the extreme-edge domain.

Rationale:

Demonstrations and proofs of concept targeting the extreme-edge integration in the state-
of-the-art consider this network domain at a very reduced scale, typically with only a small
set of devices with some of the features expected to be found for the extreme-edge devices,
e.g., using a very small set of reduced computing devices [HEXPOC51], small-scale robots and
drones [HEX2DEM1] [HEXPOC52], or single AR headsets [HEX2DEMZ2].

However, although this “device oriented” approach provides value in terms of the M&O of
the network service components on reduced-scale devices, it is considered that is just part of
the story in what regards the extreme-edge domain, since other important features (e.g., the
high heterogeneity and potentially high number of devices in a cloud-native scale) remain
out of scope, which omits much of the complexity associated with managing and
orchestrating resources and services on this extreme edge domain.

So, beyond the state-of-the-art, in 6G DAWN, we consider of paramount importance to have
available a realistic infrastructure environment for experimentation able to emulate the most
relevant features of the extreme-edge as a whole, i.e., considering its heterogeneity, volatility,
and the large number of resources, instead of just relying on a small set of specific devices.

However, having available a realistic environment for experimentation with these features
could result in extremely complex and expensive. A realistic setup would consist of having a
physical datacenter with a large number of computing nodes of different natures in which
the networks of multiple stakeholders could be emulated with their respective volatile and
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heterogeneous resources (e.g., a considerable number of computing and storage nodes of
different scales, personal devices, 10T devices, or other kind of devices like those used in the
state-of-the-art demos mentioned above). An infrastructure like this one would obviously be
challenging to deploy and maintain.

To overcome this problem, 6G DAWN will develop a software component, called
Infrastructure Layer Emulator (ILE) to emulate, in a more affordable and flexible way, the main
features of the infrastructure envisaged for the future 6G networks, namely:
1. The deployment of heterogeneous and large number of computing nodes.
2. The emulation of different stakeholders.
3. The emulation of the different network domains under consideration (not only the
extreme-edge, but also the regular core and edge domains).
4. For the extreme-edge resources, the emulation of their inherent high-volatility, with
devices unexpectedly connecting/disconnecting and/or changing certain properties
(e.g., memory or CPU occupancy, battery level in the case of battery power devices,
etc.).
5. The capability to deploy and orchestrate realistic network services on such an
emulator is of great significance.

This emulator's development is considered necessary to have a realistic environment on
which test and demonstrate the design concepts for the future 6G systems. It is also
considered beyond the state of the art, given that, to date, we are not aware of a similar asset.
The implementation will be based on the well-known LXD technology [LXD], a system
container and virtual machine manager that provides a unified environment for running and
managing full Linux systems inside containers or virtual machines. It supports images for a
large number of Linux distributions, from lightweight distributions (which are quite useful to
be able to deploy a large number of Linux nodes on small-scale equipment) up to
regular/complete Linux distributions (e.g., able to host and execute complex network
services). LXD can scale from one instance on a single machine to a cluster emulating a full
data center, making it suitable for simulating different scenarios. More details on this ILE
component and the current status can be found on [GITILE].

c) Implementation of a predictive system to target the inherent volatility of the extreme-edge
domain.

Rationale:

The approach described in (a) requires the M&O system to dynamically adapt the deployment
status of the network service components to the available infrastructure resources, which can
also dynamically change. As already commented, devices in this domain can be error-prone

Flnanflado por Plan de Recuperacién, UN I C@ I
la Unién Europea Transformacion “MRg> o= C

NextGenerationEU W Y Resiliencia 1+D e

Centre Tecnolagic de
Telecomunicacions de Catalunya



o
D
&

©
©

)
N

E4: Final release of the use case requirements, KPls and 6G DAWN architecture 24

(they are not necessarily in well-controlled premises), they just could asynchronously
connect/disconnect (because the owner may decide that), or suddenly change their available
resources (e.g., memory or computing resources). However, to ensure the network services
continuity, the network M&O system should be fault-tolerant, being able to automatically
(and quickly) manage these kinds of events, even if the network service components were
deployed on failing nodes.

To manage this volatility, an Al/ML-based predictive approach is proposed, based on the
integration of a component called ISPM (Infrastructure Status Prediction Module). This
module would be used to complement/support the M&O system reactive decision-making
behaviors, by providing information on possible infrastructure failures preemptively. To
achieve this, the ISPM will be fed with historical data from different network domains and
slices, which will be used to train the Al/ML models within it. Once trained, it will be used to
predict the activation status of the different infrastructure devices in those slices and domains.
These predictions would trigger the 6G DAWN M&O system to, e.g., drive the relocation of
the service components that may be affected. The rationale behind this ISPM module is that,
even so, the behavior of certain infrastructure devices can be indeed very random, other
devices can behave following (pseudo)regular patterns (e.g., being connected/disconnected
on weekends or workdays, or depending on certain usage patterns), which can be learned by
Al/ML algorithms, even for non-obvious cases. The envisaged ISPM Main Features are:
e This would be a Management Service integrated as part of the overall M&O system.
e It will correlate information from different network domains and slices (intra- and
inter-domain and slice) to find out related events to produce reliable predictions
about the availability of network resources (different instances of the ISPM module
could be available, to produce predictions at different timescales, and for different
network domains and slices).
e It would alert the M&O system in the event that a resource (or set of resources) in use
could become unavailable within a short span of time.
e It could also be queried from the M&O System to more effectively deploy new
network slices, or to scale/configure slices already in operation.

2.3 Al/ML agents in control loops

Control loops themselves are not a cutting-edge technology. On the contrary, they are a well-known
concept in the control engineering field, used to maintain the desired state of a system under control
by adjusting the system behavior based on a feedback signal. Since a long time ago, they have been
widely used in multiple engineering disciplines, including process control, automation, and robotics.
Mechanical implementations of control loops have been in scope for quite a long time ago. The first
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feedback control device on record is thought to be the ancient Ktesibios's water clock in Alexandria,
Egypt, around the third century BCE. It kept time by regulating the water level in a vessel and,
therefore, the water flow from that vessel [KTE300BC]. Already in the 17" century, another relevant
example was the well-known fly-ball governor control loop, invented by Christiaan Huygens to
regulate the distance and pressure between millstones in windmills, which later (in 1769) was adapted
by James Watt to automatically control the speed of the steam engine [HAN22]. Later, already in the
mid-20th century, the concept was further formalised and developed in a more general way in the
field of Cybernetics by Norbert Wiener [WIE48], associated with topics such as time series processing,
information and communication systems, and computing machines, among others.

The basic components of a closed control loop are summarised in Table 2.1, which also includes a
high-level diagram.

TABLE 2.1. BASIC COMPONENTS OF A CONTROL LOOP.

Component Meaning Diagram
The Setpoint (SP) | The desired value or target that the system is
supposed to maintain (e.g., the desired speed in (SP)
the steam engine or the temperature setting on a
thermostat).
The Process The actual measured value of the parameter being
Variable (PV) controlled (e.g., the current temperature in a
room). © (PV)
‘_
The Controller (C) | A device or algorithm that compares PV vs. SP, PVvs. SP
and decides what action is needed to bring the PV ¢
closer to the SP.
The Actuator (A) | A device or system that can influence the PV (e.g., w (P
a heater that can raise the temperature of a room). ¢
The Feedback (F) | Represents the information from the process that is
.. System under
used by the controller to make decisions. It control

typically involves measuring the PV and feeding it
back to the controller.

As it could not be otherwise, this well-known technology has also been used in multiple ways in the
field of telecommunications with multiple systems acting on different network parameters. For
example, it can automatically control the power of the base stations in the mobile networks, the level
of congestion in data networks, or synchronise the timing signals among different network nodes,
among others.

With the advancements in 5G technology, there is a renewed interest in closed-loop technology. This
is due to the potential to interact with virtualized service components that can be treated as managed
objects. This technology has potential applications in the management and orchestration of network
services. For example, relevant KPIs associated with network services such as QoS, continuity, and
latency can be used to define specific Setpoints (SPs). These SPs can be automatically regulated by
a closed-loop controller (C) which can dynamically act on the virtual network service components.
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This could involve triggering the scaling or relocation of the service components involved.
Furthermore, the algorithms in the controller could be implemented using Al/ML techniques.
This would enable the management of services in situations where dealing with large data sets
is necessary, such as integrating a large amount of information from the extreme-edge domain.
It would also address problems where a regular algorithmic approach is not feasible, for example,
triggering service component migration actions by processing data from the application layer
using Al/ML-based image recognition techniques.

2.3.1 State of the Art

Nowadays, the concept of control loops is widely recognized and implemented across various
telecommunications standards and frameworks. One of the most cited references when it comes to
the application of control loops in the field of the management of telecommunications networks and
services is the work being performed by the ETSI Zero-touch network and Service Management
(ZSM) working group, and more specifically, the closed-loop related technical specifications [ZSM-
009-1], [ZSM-009-2] and [ZSM-009-3]. This work is being also explored in the EC 6G flagship project
Hexa-X-II [HEX2D63-24], which proposes a practical implementation of the ZSM concepts.

As a whole, the ETSI ZSM specifications define a framework for managing network services and
resources with minimal human intervention, relying on the control-loops technology as a key
concept, which are considered essential for automating and optimizing the management processes.
Control loops consist of several stages (data collection, analysis, decision-making, and action), and
can operate at different levels (e.g., network slice, service, or resource). Although for full automation
closed control loops are considered, open control loops that may involve some human interventions
are also in scope. Control loops can be also designed with different levels of granularity, depending
on the specific management task (e.g., a fine-grained loop might manage specific resources, while a
coarse-grained loop might manage an entire network slice or service). They can also be designed to
operate across multiple domains (e.g., different network segments or service types), making it
possible to coordinate actions across these domains. The ZSM framework also emphasizes the
integration of Al/ML into control loops, which is considered to enhance the decision-making process
by providing predictive insights and enabling more sophisticated automation.

Besides the ETSI ZSM specifications, there are also other specifications in the telecommunications
scope incorporating the control-loops concept. One of them is the 3GPP [28.867], which defines
several control-loop mechanisms within its management architecture, and considers different use
cases. These loops are designed to support dynamic network slicing, service assurance, and real-time
management operations. Also, the 3GPP long-supported Self-Organizing Networks (SON)
technology [28.861] relies heavily on control loops to automate network optimization, such as
adjusting parameters for load balancing, coverage, and interference management. Also, the Open
Digital Architecture (ODA) proposed by TM Forum includes concepts related to control loops in its
framework for managing digital services. The ODA defines components like the Autonomous Service
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Management block, which leverages control-loops to automate service lifecycle management,
including their application in automated fault management, performance optimization, and
predictive maintenance, among others [IG12201] [IG1219A1]. Another reference commonly cited is
the IETF RFC7575, which claims that a fundamental concept towards the autonomic networking
concept involves eliminating external systems from a system's control loops and closing of control
loops within the autonomic system itself, with the goal of providing the system with self-
management capabilities, including self-configuration, self-optimization, self-healing, and self-
protection [7575].

In what regards the application of Al/ML in control loops, they can play a transformative role in
enhancing them in telecommunication networks: by applying Al/ML to control loops, networks can
achieve higher levels of automation, efficiency, and adaptability [BSS+21] [TBA+23]. The ITU has
provided the recommendation [Y.3173] on Al in Networks, where the ITU proposes the use of Al-
driven control loops to optimize network operations, such as traffic management, fault detection,
and dynamic resource allocation. Al/ML techniques can be applied to the data collection and the
preprocessing processes, where Al/ML techniques can be used to collect, filter, and preprocess large
volumes of data from various sources (e.g., different slices or network domains) within the network
[SAS+23]. Also, Al/ML models can be trained on historical data to predict future network conditions,
such as traffic surges, equipment failures, or quality of service degradations. This predictive capability
allows control loops to proactively manage resources [CCR+23]. Also, in the scope of the data
analysis and inference, Al/ML can identify patterns in the network data that might not be obvious
through traditional analysis methods (e.g., clustering algorithms can group similar network events or
behaviors, helping the control loops to identify underlying causes of issues) [VBM+21]. In other kinds
of applications, reinforcement learning (which is based in implementing a reinforcement control loop
itself) can be used within control loops where the Al agent can learn the optimal actions by
interacting with the environment and receiving feedback [TOU22]. This is particularly useful in
scenarios where the network conditions are highly dynamic and complex. Also, machine learning can
enhance policy-based control loops by continuously refining and optimizing the policies based on
real-time data [TSG+21]. For example, Al can dynamically adjust quality-of-service (QoS) policies to
meet changing user demands. Besides, Al/ML can be used for the optimization of the control loops
themselves [SP23], e.g., by adjusting the frequency of the data collection, the thresholds for
triggering actions, or the balance between reactive and proactive management, among others.

In regard to the Al/ML algorithms, various approaches can be utilized to make predictions. For
example,, [SJN22] describes how to perform forecasting on time series using various deep learning
models. Long Short-Term Memories (LSTM) are also a well-known recurrent neural network (RNN)
well-suited for sequence predictions tasks [HS97]. Also, Gated Recurrent Units (GRU) are another
type of RNN that could be used to make predictions based on time-series data [WWW+21]. Besides,
Gradient Boosting Machines (GBM) such as XGBoost [FYL+22] and LightGBM [CWY+23] have
demonstrated a good performance on prediction tasks as well. Also, Networks based on transformers
such as Bidirectional Encoder Representations for Transformers (BERT) [DIF21] or Transformers for
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Time Series (TFT) [ANT+23]. Besides, Convolutional Neural Networks (CNNs) and regular feed-
forward networks can also be used for time-series predictions [BBO18] [GCW+22].

2.3.2 Beyond the State of the Art in 6G DAWN Context

The contribution of 6G DAWN beyond the state-of-the-art will be the application of Al/ML-based
control loops to proactively minimise potential disruptions in running network services, even when
they may be deployed over highly volatile extreme-edge infrastructure resources (see Section 2.2).
The role of the Al/ML algorithms in the control loop will be to predict the activity status of the
infrastructure devices on which the network service components could be deployed.

For a better understanding of this beyond the state of the art contribution, Table 2.2 represents an
unfolding of Table 2.1 with the main closed loop components, but including two new columns: the
central one, describing how these generic components would be aligned with the 6G DAWN
architectural components with the target of minimizing disruptions in the deployed network services
in a reactive way (i.e., triggering the actions right at the moment a problem were detected), and the
right column, describing how such reactive model becomes proactive (which is the case targeted
here), and which, as it can be seen, is based on a decision-making process based on the future state
of the infrastructure devices on which the network service may be deployed. As it can be appreciated,
such information of the possible future state of the infrastructure devices will be provided based on
Al/ML algorithms part of the control loop, embedded in the already mentioned ISPM component
(Section 2.2)".

TABLE 2.2. TABLE 1 EXTENDED WITH REACTIVE AND PROACTIVE CASES.

target that the system is
supposed to maintain
(e.g., the desired speed in
the steam engine or the
temperature setting on a
thermostat).

service disruptions (keep
the network service up
and running).

Component Meaning (from Table| Reactive Control Loop | Proactive Control Loop
2.1)
The Setpoint (SP) | The desired value or Target: Minimise network | Target: Minimise network

service disruptions in a
proactive way, i.e.,
anticipating the possible
unavailablility of the
infrastructure nodes on
which the network service
components could be
deployed.

The Process
Variable (PV)

The actual measured
value of the parameter

Number of network
service components up

Number of network
service components at risk

' Please, note that the reactive control loop case is provided here just as an example, for a better understanding
on how the control-loop will be implemented in the proactive case, which is the actual beyond the state-of-
the-art case targeted in 6G DAWN.
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being controlled (e.g., the
current temperature in a
room).

and running. The PV
value would be provided
by the 6GDAWN M&O
system (through the MS
and the AE components).

of not being up and
running in the future (due
to the unavailability of
the infrastructure nodes
on which they could be
deployed). The PV value
would be provided by the
6GDAWN M&O system,
through the MS and the
AE components (the
latter, including the ISPM
component for the
predictions).

information from the
process that is used by the
controller to make
decisions. It typically
involves measuring the
PV and feeding it back to
the controller.

6GDAWN M&O System
(MS and AE components).

The Controller (C) | A device or algorithm that | 6GDAWN M&QO System 6GDAWN M&O System
compares PV vs. SP, and | (DE component). (DE component).
decides what action is
needed to bring the PV
closer to the SP.

The Actuator (A) | A device or system that 6GDAWN M&O System | 6GDAWN M&O System
can influence the PV (e.g., | (ACT component). (ACT component).

a heater that can raise
the temperature of a
room).
The Feedback (F) | Represents the PV value. Provided by the | PV value. Provided by the

6GDAWN M&QO System.
Provided by the MS and
the ISPM component
(within the AE).

As it can be seen, the approach is aligned with the 6G DAWN architectural components already
described in the previous Deliverable E3 [6GDE3]: The MS (Monitoring System) contributes, together
with the ISPM (part of the Analytic Engine), to provide the PV value, i.e., the number of network
service components at risk of not being up and running in the future, based on the predictions
provided by the ISPM. Besides, the control-loop Controller (C) would be implemented by the Decision
Engine (DE), while the ACT component would play the role of the closed-loop Actuator (A). Figure 4
provides a high-level view of the proactive control-loop implementation for a single network service,
in line with the general control-loop abstractions in Table 2.1.
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(SP) (Q) (A) System under control
Target: Minimise DE Component ACT Component Deployed Network Service
network service ry
disruptions in a (PV) (F)
proactive way. Nun’_}ber of network Control Infrastructure status
service components at loop predictions. Provided by
risk of not being up and the MS and the ISPM
running in the future. component within the AE.

FIGURE 4. PROACTIVE Al/ML-BASED CONTROL LOOP IMPLEMENTATION. HIGH-LEVEL VIEW.

Of course, for the proactive model to work, the Al/ML models in the ISPM should be properly trained
to provide accurate predictions on the infrastructure status, i.e., the control-loop implementation is
based on pre-trained Al/ML models. The pre-training of the model could be done initially off-line,
and taken into production once the results of the predictions are deemed reliable enough. In a
realistic environment, MLOps techniques could be used to keep and apply different versions of the
models (e.g., to provide predictions on different network domains, slices, or timescales), and to apply
automatic updates when necessary (e.g., in case of drift).

As it can be appreciated, no specific algorithms are specified here to implement the Al/ML models.
This is intentional. As referred in Section 2.3.1 there are different algorithms in the state-of-the-art
that could be used to make the infrastructure status predictions. So, for realistic implementations, it
is considered better to keep the choice of the most suitable algorithm for each case to the discretion
of the ISPM developer.

2.4 xApps in O-RAN

The role of xApps, short for eXtended Applications, within the Open Radio Access Network (O-RAN)
architecture is important. These modular software applications operate on the Near-Real-Time RAN
Intelligent Controller (Near-RT RIC). They are instrumental in optimizing and managing various
aspects of the Radio Access Network (RAN) through advanced Al-driven algorithms and real-time
data analytics. The O-RAN architecture is built on an open, disaggregated network system, allowing
for seamless interoperability between software and hardware from different vendors through
standardized interfaces. Within this flexible ecosystem, xApps are crucial facilitators of network
intelligence and adaptability, empowering operators to efficiently manage network resources,
enhance user experience, and reduce operational costs. Specifically designed to address RAN-
specific tasks such as radio resource management (RRM), interference mitigation, beamforming, load
balancing, and mobility management, xApps can be customized to achieve various performance
objectives, including improved energy efficiency, network slicing, latency reduction, and throughput
optimization. By dynamically responding to network conditions, xApps offer finer control over the
RAN, paving the way for autonomous network operations and enhanced service quality. In the
context of O-RAN, the openness and flexibility of xApps enable vendor-neutral innovation, allowing
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third-party developers to create and implement new functionalities that enhance overall network
performance. This modular approach enables continuous upgrades and refinements, thus ensuring
the network remains adaptable to evolving standards such as 6G.

2.4.1 State of the Art

In the current 5G and 6G deployments, xApps are highly valuable in addressing crucial network
challenges. Within the O-RAN framework, the latest advancements in xApps revolve around their
capacity to optimize near-real-time control decisions and deliver improved network performance
across various use cases [REZAZA], [DRYJA], [KOUCH].

Resource Allocation: One of xApps' primary applications is real-time radio resource allocation. They
monitor the RAN and dynamically adjust resources to ensure an optimal user experience. By utilizing
machine learning algorithms, xApps can predict traffic patterns and proactively allocate resources to
high-demand areas while optimizing spectrum usage.

Interference Management: xApps can reduce interference between adjacent cells, particularly in
densely populated urban environments. Al-based xApps mitigate interference by managing power
levels and adjusting beamforming parameters, leading to enhanced spectrum efficiency.

Network Slicing: Present xApps are being utilized in early 5G networks to manage network slicing,
enabling different services (e.g. loT, enhanced mobile broadband, ultra-reliable low-latency
communication) to coexist on the same physical infrastructure while upholding specific quality-of-
service (QoS) requirements.

Energy Efficiency: Many of today's xApps are focused on minimizing energy consumption by
optimizing the operation of base stations under varying loads. For example, xApps can dynamically
shut down or put certain hardware elements into low-power states during periods of low traffic,
thereby reducing the network's overall power footprint.

However, while these applications are advancing, the xApps ecosystem is predominantly centered
on 5G and has yet to fully meet the requirements that will emerge with the introduction of 6G.
Current solutions are mostly centralized and often need more agility and scalability for large-scale
6G deployments, where real-time adaptability, decentralized control, and robust security are
essential [ATAL],[QAZZ].

2.4.2 Beyond the State of the Art in 6G DAWN Context

In the 6G DAWN context, xApps will move far beyond the current state-of-the-art by addressing the
need for decentralized, scalable, and resilient network management solutions, particularly in
handling massive wireless network slicing. As 6G networks will need to support a much larger number
of connected devices and services, along with highly diverse QoS requirements, the limitations of
current centralized management systems will become apparent. The 6G DAWN ELASTIC and 6G

Financi i6 -
\ciado por Plan de Recuperacion, UN I C @ L
la Unién Europea Transformacion e e C

NextGenerationEU W Y Resiliencia 1+D =

Centre Tecnolagic de
Telecomunicacions de Catalunya



o
D
&

©
©

)
N

E4: Final release of the use case requirements, KPls and 6G DAWN architecture 32

DAWN RESILIENT sub-projects will introduce new paradigms for xApp development and deployment
to overcome these challenges.

6G DAWN ELASTIC: Distributed Intelligence and Scalability

The 6G DAWN ELASTIC sub-project targets distributed xApps concept across a multi-domain
architecture. This shift from centralized to decentralized control will enable xApps to operate with
excellent elasticity, meaning they can scale up or down dynamically depending on the network's
current demands. By breaking down monolithic control systems, the project will ensure that network
intelligence is distributed throughout various domains, allowing xApps to respond more effectively
to real-time changes in traffic, network conditions, and user behavior.

Distributed Monitoring and Analytics: In this decentralized framework, xApps will no longer rely
on a central Monitoring System (MS), Analytics Engine (AE), and Decision Engine (DE) alone. Instead,
these components will be decomposed and distributed across technological domains, allowing for
localized, near-real-time decision-making. This will vastly improve the efficiency and scalability of
network slicing management, particularly in dense urban environments and smart cities, where
resource demands can change rapidly.

Scalable Slicing: xApps in 6G DAWN ELASTIC will be equipped to manage the massive scale of
network slices required in 6G, including ultra-dense IoT deployments, high-definition AR/VR
applications, and mission-critical services. They will dynamically orchestrate resources across multiple
domains while maintaining energy efficiency and minimizing end-to-end latency.

Al-Driven Adaptability: The integration of Al models within xApps will enable them to learn from
historical data and predict future network states, allowing for proactive resource allocation and fault
management. This level of self-adaptation will be critical for maintaining the high QoS expected from
6G services.

2.5 Relation of vertical KPIs with the network configuration

While the envisioned NPN Digital Twin system (key concept2.1) provides visibility towards the
performance of the network components (i.e., the Core and the RAN), it is also key to consider how
these changes affect the performance of the end-applications and their impact on the quality of
experience of end-users to achieve true end-to-end energy optimizations. This will enable CSP and
third-parties to not only select the appropriate network configuration from the rank-ordered list of
feasible configurations provided by the NDT, but also to monitor the impact that these changes have
on end users and to re-adjust selected configurations based on the performance information
obtained.

This customization, adjusted towards the optimization of energy consumption within the network to
achieve better operational efficiency or to improve the network’s availability and resiliency in
situations where the availability of energy is limited, allows both close loop and open-ended
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approaches. Within the devised system, KPIs related to mission-critical services, such as MCPTT,
MCVideo, and MCData, will be monitored and used to select the best configuration the NDT
provides.

2.5.1 State of the Art

Within the 3GPP MCX standards, namely TS 22.179 [TS22179] for MCPTT, TS 22.281 [TS22281] for
MCVideo and TS 22.282 [TS22282] MCData, the industry and academia have established a set of
performance goals and KPIs for mission-critical services. Some notable examples are the
establishment of a maximum M2E (Mouth-to-Ear) latency for audio of 200 ms or a maximum E2E
(End-to-End) access time, i.e., the delay between the push of button and the ability to start
transmitting voice/speak.

In terms of voice quality and intelligibility, which is impacted by packet loss, jitter, quality of radio
channels & codec impairments, the following metrics have been recommended as key indicators of
the performance of voice-related mission-critical services:

e MOS (Mean Opinion Score) Scale: measured using quality models such as POLQA (Perceptual
Objective Listening Quality Analysis) or PESQ (Perceptual Evaluation of Speech Quality) and
quantified with the MOS scale (with scores between 1 and 5).

e Intelligibility: measures how the transmitted speech can be heard by the receiving party (e.g.,
takes into account background noise). Measured using an MRT—Mean Rhyme Test, such as
ABC-MRT.

e Other: the ability to Establish/Retain Calls, E2E Access Time in group calls, Late Call Entry or
the observed Grant Time, among others.

However, how the main set of network configurations impacts these metrics changes that
optimization systems, such as those implemented by an NDT, may apply to achieve better energy
efficiency still needs to be rigorously studied.

2.5.2 Beyond the State of the Art in 6G DAWN Context

By creating a system capable of using both application-specific QoE metrics and energy consumption
information obtained via theoretical, empirical (from lab measurements) and field data, the system
devised as part of this project will enable the creation of close loop and open-ended mechanisms
that will help reducing the energy consumption of the network while minimizing the impact to end
users ahead of standardization.

On the one side, the integration of the AE and the rest of components of the NDT with the Core,
gaining privileged access to the other core NFs and the RAN, will enable the enforcement of network
configuration changes to optimize the energy consumption and to gather other network-related
KPIs. On the other side, the deployment and integration of the system with MS agents at the

Flnanflado por Plan de Recuperacién, UN I C@ I
la Unién Europea Transformacion “MRg> o= C

NextGenerationEU W Y Resiliencia 1+D =

Centre Tecnolagic de
Telecomunicacions de Catalunya



o
D
&

©
©

)
N

E4: Final release of the use case requirements, KPls and 6G DAWN architecture 34

endpoints (at the UEs and external AFs executing the mission-critical services) will give access to the
relevant QoE KPIs that will help in choosing the optimal configuration.

The application-specific QoE will be gathered within the client and application servers via the
inspection of the control traffic (i.e., the exchanged SIP messages), the monitoring of the user plane
traffic (e.g., to obtain metrics such as application-level latency and jitter) and the analysis of the
quality of the end-data (e.g., to obtain voice quality-related metrics). By focusing on PNI-NPNs, and
more concretely, within mission-critical scenarios with known traffic patterns, this will allow to use
the learnt data from simulations and other domain knowledge sources to realize the potential of
network digital twins in the realm of energy efficiency.

2.6 Inter(a)-slice reconfiguration and massive slicing

Inter(a)-slice reconfiguration refers to the dynamic adaptation of resources and configurations
between and within network slices to optimize performance in 6G networks. As 6G architecture will
manage massive amounts of data and services, massive slicing is essential to accommodate a wide
range of use cases, such as ultra-reliable low-latency communications (URLLC), enhanced mobile
broadband (eMBB), and massive machine-type communications (mMMTC). Inter-slice reconfiguration
allows the flexible reallocation of resources across slices to adapt to changing traffic conditions,
ensuring efficient use of available bandwidth and computing resources, reducing latency, and
minimizing service disruption. Within-slice reconfiguration involves adjusting resources within a
single slice to optimize performance based on user demand or network status.

2.6.1 State of the Art

Current 5G/6G deployments have introduced network slicing to allow mobile network operators to
create virtual networks (slices) on shared physical infrastructure. Each slice is designed for a specific
service and its requirements, such as latency, bandwidth, and reliability. However, these slices are
often static or pre-configured, meaning they do not dynamically adjust to changing network
conditions or traffic demands.

Static Allocation: Traditional network slicing allocates fixed resources (e.g., spectrum or computing
capacity) to each slice, ensuring service isolation but leading to potential resource underutilization if
a particular slice does not fully use the allocated resources. Current wireless network learning
approaches have focused on traditional machine learning (ML) algorithms, which centralize the
training data and perform sequential model learning over a large data set. However, performing
training on a large dataset is inefficient; it is time-consuming and not energy and resource-efficient.
Transfer Learning (TL) effectively addresses some challenges by training based on a small data set
using pre-trained models for similar problems without impacting neural network model
performance. The work in [THAN] detailing adaptive strategies to allocate resources in real-time,
emphasizing dynamic management to resolve issues inherent in static allocations
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Inter-slice Conflict: With concurrent slices competing for limited network resources, resource
contention or conflicts may arise, leading to suboptimal performance or service degradation. Static
allocation mechanisms lack the flexibility to resolve these conflicts dynamically. For example, the
work in [WU22] explores Al's role in each lifecycle phase of slicing, covering adaptive mechanisms
and how Al can address real-time demands and conflicts (e.g., inter-slice resource contention)
effectively in 6G networks. In [REZAZA], the work explores a novel explainable protocol framework
for adaptive and conflict-free resource allocation in 6G O-RAN environments.

Al-Enhanced Slicing: Some advanced systems use Al and machine learning for predictive resource
allocation, allowing slices to adjust to future demands. However, this approach remains limited in its
ability to dynamically reconfigure resources in real-time based on actual, moment-to-moment
network conditions. In [ABDE23], proposes an optimized, intelligent network slicing framework to
maintain a high performance of network operation by supporting diverse and heterogeneous
services, while meeting new KPlIs, e.g., reliability, energy consumption, and data quality. Different
from the existing works, which are mainly designed considering traditional metrics like throughput
and latency, they present a novel methodology and resource allocation schemes that enable high-
quality selection of radio points of access, VNF placement and data routing, as well as data
compression ratios, from the end users to the cloud.

Despite progress, the current systems still struggle to meet the scalability and flexibility demands of
6G. With billions of devices interacting with numerous vertical industries, there is a critical need for
advancements in 5G/6G deployments that can provide constant, dynamic resource adjustments
across an unprecedented number of slices.

The work undertaken on scalable network slicing focuses on developing advanced algorithms for the
Distributed Decision Engine, specifically designed to facilitate expansive slice environments. This
research prioritizes efficient resource allocation and dynamic adaptability within the network, thereby
enabling the seamless management and optimization of a large-scale, multi-slice architecture. Each
Non-Public Network (NPN) is characterized by its own internal slices, which allows both Public
Networks (PNs) and NPNs to be configured with a multitude of individual slices. This configuration
supports granular and flexible management of network resources.

The Decision Engine utilizes the Network Data Analytics Function (NWDAF) to learn from diverse
domains, capturing the ramifications of various network configurations on performance and energy
consumption across differing operational contexts. This multi-domain learning framework empowers
the system to implement localized decisions within the same NPN to achieve specific optimizations
while facilitating global decision-making across the network to enhance energy efficiency. This aspect
holds particular significance during critical emergency scenarios.
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Furthermore, the NWDAF framework is instrumental in executing these complex operations across
multiple deployment scenarios by offering specialized NWDAFs for targeted analytics, including but
not limited to abnormal behavior, user equipment (UE) mobility, and data congestion. Area NWDAFs
aim to provide analytics for specific geographical coverage within a Mobile Network Operator (MNO)
network. In addition, Aggregation NWDAFs serve to compile analytics from various sources based
on distinct Analytics IDs, thereby augmenting the system's ability to adapt decisions across
interconnected network layers. This comprehensive, analytics-oriented approach to inter-slice
reconfiguration and extensive slicing addresses the scalability challenges inherent in distributed
networks while ensuring efficient and energy-aware network operations.

2.6.2 Beyond the State of the Art in 6G DAWN Context

In the context of 6G DAWN, inter(a)-slice reconfiguration will move beyond static and centralized
resource management, introducing a distributed, Al-driven approach allowing massive slicing with
real-time adaptability.

6G DAWN ELASTIC: Dynamic and Scalable Slicing

In 6G DAWN ELASTIC, inter(a)-slice reconfiguration is treated as a key enabler of elastic slicing,
allowing resources to be dynamically shared between slices based on real-time needs and demands.
This project proposes several advances:

Dynamic Resource Reallocation: Instead of pre-allocating fixed resources to each slice, the system
will dynamically reallocate resources across slices, ensuring that underutilized resources can be
shared with slices that experience spikes in demand. This avoids wastage and ensures efficient
utilization of the network.

Multi-Domain Coordination: Reconfiguration will not be limited to the RAN or core network, but
will involve cross-domain orchestration, including cloud and edge resources. By distributing control
across multiple domains, 6G DAWN ELASTIC will enable faster, localized decision-making, ensuring
that resources are dynamically allocated in real time without overwhelming centralized controllers.

Massive Scalability: With the need for massive slicing in 6G, this approach ensures that several slices
can be managed simultaneously, providing each with the exact resources needed at any given
moment without compromising performance or service quality.

The current architectures being discussed have only been analyzed theoretically. In 6G-DAWN we
are aiming to partially implement these features and design an architecture that can also incorporate
the decision engine across multiple domains.

More specifically, if we focus on NPN Network Digital twin modelling, predictions and
recommendations are based on blending three complementary assets: domain knowledge, broad
range of empirical data and Machine Learning. These models evolve and adapt in parallel with the
5G NPN Physical NPN assets they are twinned to, being able to scale appropriately.
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Furthermore, the vertical service QoE metric collector (MS) is being designed to be able to collect
data from multiple domains (e.g. multiple agencies) and extract conclusions from all of these (of how
they are affected by the network configuration changes) as an aggregated result.

2.7 NEF instance for KPlI data and configuration capabilities
exposures of NPNs

The deployment of 5G Non-Public Networks (NPNSs) is rapidly transforming industries by providing
dedicated, secure, and ultra-reliable connectivity. These networks cater to diverse use cases across
various sectors, but managing their complexity requires advanced tools.

Network Digital Twins (NDTs) emerge as a game-changer, creating real-time digital replicas of
physical NPNs. These replicas continuously capture data on various aspects of the network, including
performance metrics like latency and jitter, resource allocation, energy consumption, and potential
issues like detection of anomalies. This comprehensive data empowers NPN owners/operators in
several ways. Firstly, NDTs enable proactive network optimization. By simulating changes within the
NDT environment, NPN owners can test new configurations and optimize network parameters before
implementing them in the real network. This minimizes the risk of disruptions and ensures optimal
network performance. Secondly, NDTs offer real-time visualization of network analytics that will help
NPN operators identify potential problems and act on them quickly.

However, unlocking the full potential of NDTs requires a standardized and secure way to access and
interact with them. This is where the 3GPP Network Exposure Function (NEF) comes into play. NEF
acts as a standardized interface that provides secure access to network information and
functionalities. Integrating NDTs with NEF offers several advantages. Firstly, NEF enhances NPN
management for owners/operators. They gain a secure way to interact with the NDT, allowing them
to retrieve real-time and historical data, adjust configurations within the NDT environment for testing
and optimization purposes, and gain valuable insights through user-friendly applications that
leverage NDT data. Secondly, NEF facilitates the development of third-party applications that can
leverage NDT data and functionalities. These applications can offer advanced network management
tools, specialized analytics for specific industries, or even automated optimization services.

NEF integration ensures secure and controlled access to NDT data, preventing unauthorized
modifications and maintaining network integrity. Additionally, using standardized NEF APIs fosters a
diverse ecosystem of NDT-powered applications. However, to fulfill the diverse requirements of use
cases that NDT provides, standardized NEF APIs are not adequate. Our concept in this project is to
leverage and extend 3GPP standard NEF APIs to allow implementation of fundamental services like
the capability to configure NPN components, to expose analytical information of NPN instances, and
to influence steering of user or application traffic to desired network slices which as a result enables
seamless integration with various NDT implementations.
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FIGURE 5: PNI-NPN NEF SERVICES

In conclusion, the combination of Network Digital Twins and 3GPP NEF integration represents a
significant leap in NPN management. NDTs empower NPN owners/operators with proactive
optimization, faster troubleshooting, and futureproofing capabilities. NEF integration unlocks this
potential by providing standardized access and fostering innovation through third-party
applications. This convergence paves the way for a future of intelligent, self-optimizing, and future-
proof 5G NPNs that can fully support the evolving needs of various industries. As the field evolves,
future research can explore areas like standardization of NDT interfaces, and tailoring NDT
functionalities to address specific industry needs and use cases.

2.7.1 State of the Art

NEF enables exposing the Core Network capabilities internally in the operator or to an external
partner with commercial agreements. The exposable core capabilities add value to internal or
external users, for example, connectivity, optimization, identity, security, data, and analytics. Exposure
also ensures that the internal or external developer can access the exposed capabilities in a secure,
predictable, and reliable manner. NEF provides 3GPP standardized RESTFul APIs to expose network
data (e.g., User equipment status, network conditions) to external applications to enable
programmability of the network so that external applications can influence network behavior and
perform optimizations. Using standardized APIs with open specifications on NEF not only fosters
innovation that creates a diverse ecosystem of applications and emerging services but also ensures
interoperability.

Network exposure unlocks the value of the Core Network, enabling the collaboration of operators
with the ecosystem of partners or developers that generates new revenue opportunities through
unique use cases. With those aspects, NEF presents a promising approach for managing 5G Non-
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Public Networks (NPNs) with greater efficiency and ease. This section explores the current state of
NEF adoption in NPNs and highlights potential limitations in addressing NPN-related use cases.
NEF and its relevant services are defined across multiple technical specification documents however
the ones given below include the fundamentals:
e TS 29.522 - 5G System Network Exposure Function Northbound APIs Stage 3:
This document details the northbound APIs exposed by the NEF, which allow external
entities to interact with the 5G Core Network (5GC).
e TS 23.502 - Procedures for the 5G System (5GS); Stage 2: 3GPP TS 23.502 defines
system procedures for the 5G system. It includes standard services and operations
supported by NEF.
These specifications offer a comprehensive understanding of NEF's capabilities for exposing network
data and functionalities to external applications and services. They cover aspects like the definition
of information models, northbound APIs, and security mechanisms for interacting with the NEF.
On the other hand, using NDTs to operate and manage NPNs might revolutionize the management
of 5G Non-Public Networks (NPNs) by offering the services mentioned in the Network Digital Twin
— Concept section. By exposing these services to external entities like NPN operators/3rd party
applications via NEF, NPNs can be managed more easily in a secure manner.
While a NEF approach holds significant promise to manage and operate NPNs together with NDT,
it's important to acknowledge that the current 3GPP specifications might not encompass the full
spectrum of NPN service and management requirements. Specific use cases within NPNs may
necessitate functionalities beyond the current NEF capabilities. Specific examples of this scenario
are:
¢ Analytics information exposure service: It would be needed to extend the currently
defined 3GPP standard service with the KPIs (performance or energy-related) defined for
NPNs.
e Network configuration parameter provisioning service: It would be needed to
extend this service to cover NPN configurations.
e Optimization service for energy consumption and performance of NPNs: There
is no standard NEF service to cover optimization scenarios of NPN (actual optimization
service is provided by NDT and proposed to be exposed by NEF).
It is also crucial to recognize that the Network Digital Twin itself is not a standardized element within
3GPP specifications which makes integration activities with NEF more difficult. However, this
integration has a great potential to increase the serviceability aspect of NPN thus allowing wide
adoption of the usage of NPNs in multiple industries.
This state-of-the-art analysis highlights the potential of using NEF-NDT integration for NPN
management and operation activities while acknowledging limitations in the current standardization
activities. Further research and potential standardization efforts are essential to fully leverage NEF's
capabilities within the NPN ecosystem, ensuring broader adoption and smoother integration with
NDT functionalities.
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2.7.2 Beyond the State of the Art in 6G DAWN Context

As already discussed in the SoTA section, current 3GPP standards does not cover the specific
scenarios of PoCs that we are implementing for this project. We aim to reuse existing 3GPP standard
NEF services as a base and define customized extensions that cover the needs of NDT-managed NPN
scenarios. In this project, specifically, we will be addressing the gaps in these NEF services to make
them usable in NDT-managed NPNs:

e Optimization service for energy consumption and performance of NPNs: There is no
standard NEF service to cover optimization scenarios of NPNs. This service allows AFs to request
optimized NPN configurations based on the desired context, such as prioritizing network
performance or maximizing energy efficiency. By leveraging this service, AFs can dynamically
adjust network configurations to meet changing demands within the NPN.

e Network configuration parameter provisioning service: Standard NEF Network Configuration
Parameter Provisioning service will be enhanced to encompass the suggested optimized NPN
configurations. This empowers AFs to not only receive suggestions for optimal configurations but
also directly implement them within the NPN, streamlining the optimization process.

e Analytic information exposure service: Expand standard Analytic Information Exposure service
to encompass a wider range of Key Performance Indicators (KPIs) specifically relevant to NPNs.
Mentioned NPN KPIs can be found in the previous deliverables. By exposing these NPN-centric
KPls, AFs gain deeper insights into network performance, enabling proactive problem
identification and optimization strategies.

The proposed NEF extensions aim to improve the management landscape of NPNs. By providing a
more comprehensive and dynamic approach to network configuration and optimization, these
enhancements empower NPN operators to achieve superior performance, resource & energy
efficiency, and resilience within their NPNs. Furthermore, these advancements pave the way for the
development of even more sophisticated NPN management tools and applications, fostering further
innovation in this rapidly evolving field.

2.8 Al/ML methods for reducing energy consumption

The basic objective of this key concept is to use advanced ML techniques to obtain reduction of the
energy consumption while maintaining the QoS required by UEs. Thanks to the benefits that O-RAN
introduces, mostly the support of advanced network intelligence and automation, done through the
RIC, we will be able to introduce such ML techniques in order to optimize the network, because an
over-utilization of resources can lead to unnecessary costs and energy consumption, while under-
provisioning can impact performance and user experience.

2.8.1 State of the Art

Energy efficiency in mobile networks has attracted the attention of telecom industry stakeholders,
including vendors and Mobile Network Operators (MNO), academia and standardization bodies.
Significant efforts have recently been made by the 3rd Generation Partnership Project (3GPP) to
develop unified mechanisms that offer MNO substantial energy savings in their networks. These
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efforts are further supported by the O-RAN Alliance, which considers 3 potential use cases [ORAN]
i) Carrier and cell switch off; ii) RF channel switch off/on; iii) Advanced sleep mode. We will focus on
the first use case. Cell switch off feature in O-RAN needs to be enabled by the non-real-time RIC,
due to timescale of the operation and aims to reduce RAN (i.e., O-CU/DU/RU) power consumption
by switching cells on/off. Al/ML-assisted solutions in the Non-RT RIC manage traffic load and
automate the decision to switch carriers or cells on/off using O1 and/or Open fronthaul M-plane
parameters.

By dynamically adjusting the active cells based on real-time traffic demands, network resources can
be utilized more efficiently. During low-traffic periods, certain cells can be switched off, reducing
unnecessary resource usage and providing significant energy savings. References [LOPEZ] and
[LARSEN] are excellent surveys on sustainable technologies and energy efficient approaches for
Radio Access Networks, including key enablers such as massive MIMO, lean carrier design or
advanced idle modes. All the techniques can be classified into three categories: time domain, antenna
domain or carrier-domain. Base station on/off switching fall into the first category. Several cell on/off
switching algorithms have been proposed in the literature, e.g., [HAN], based on traditional
optimization methods, which consider just the traffic load or the number of user equipments
attached. Other approaches, such as [HOFFM], rely on more advanced techniques and consider ML
algorithms, such as reinforcement learning for base station deactivation in massive-MIMO networks,
hence, not relying in an O-RAN architecture.

Furthermore, it is often challenging to determine how improvements in the prediction of network
traffic and/or resources could help in minimizing the power consumption in the RAN. Nevertheless,
it has been recently shown that energy/power consumption is closely related to the requested radio
resources. In particular, recent research in [BEGA] has provided a realistic characterization of 5G
multi-carrier Base Stations (BSs), offering an analytical energy consumption model based on
extensive data collection campaigns. In line with this study, references [PIOVESAN] and [BEGA] have
shown that, in modern BSs, power consumption increases linearly with the PRB load —defined as the
ratio of average used PRBs in a BS to the maximum number of PRBs available at the remote unit.
Furthermore, as highlighted in [LOPEZ2], the Downlink (DL) PRB load is the parameter that holds the
highest significance in the radio unit energy consumption. Generally, BSs are designed to handle
high traffic volumes during peak hours, which often results in significant underutilized bandwidth
during most of the day.

The concept of probabilistic forecasting has been extensively researched in various areas such as
energy production [ZHANG] or supply chain management [SPILIOT]. However, its use in
telecommunications, particularly in the context of O-RAN, is still relatively little researched. Previous
studies have mainly focused on single-point forecasting models that provide deterministic
predictions without taking into account the uncertainties inherent in the dynamics of the network
[WANG]. Recent research has begun to fill this gap by investigating probabilistic methods such as
Bayesian networks [BENRH], Gaussian processes [CHEN22], and deep learning-based models [LI] for
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network parameter forecasting. Above studies have shown that probabilistic forecasting can improve
the performance and reliability of networks. However, there is a need for further research and
validation of these techniques specifically in the context of sustainable O-RAN, as its unique
architectural and operational characteristics need to be taken into account when integrating
probabilistic forecasting techniques into its framework.

2.8.2 Beyond the State of the Art in 6G DAWN Context

Conventional strategies for resource allocation and network management often rely on deterministic
models that fail to account for the inherent uncertainties and dynamic nature of modern mobile
networks. Such approaches can lead to suboptimal performance, inefficient use of resources and
increased operating costs. In contrast, probabilistic forecasting techniques offer a promising solution
as they provide a more comprehensive understanding of network conditions and resource
requirements. By incorporating uncertainty and variability into forecasting models, these techniques
can significantly improve the accuracy and reliability of network analysis, enabling more informed
decision making and optimized resource allocation. This KC aims to contribute to the growing body
of knowledge on multivariate probabilistic forecasting techniques in telecommunications by focusing
on its application within the O-RAN architecture. The primary contributions 6G DAWN of this are the
following:

e We propose a novel framework that integrates probabilistic forecasting techniques to
enhance the power efficiency of O-RAN deployments. This framework utilizes advanced
state-of-the-art Al-based forecasting models to predict network conditions and resource
requirements and enables dynamic and adaptive resource allocation.

e The accurate prediction of the PRB utilization and to improve the sustainability of O-RAN
operations by achieving power-saving.
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3 ELASTIC Key Concepts

3.1 Network-aware distributed analytic engines (AEs) Al models for
slice-level KPI prediction under long-term SLA constraints

The main functions of the Analytical Engine (AE) in 6G DAWN architecture as presented in [6GDE3]
are to identify performance degradation or a fault of a network slice, to contribute to optimize the
performance of a network slice or the DMO resources and to enable reacting to security threats. The
network-aware distributed AEs leverage advanced Al models to provide comprehensive, real-time,
and predictive insights into the behavior of network slices across multiple domains. Operating
seamlessly within a distributed infrastructure—including the Radio Access Network (RAN), edge,
core, and cloud—the AEs continuously monitor and analyze network performance, security, and
efficiency data. This holistic approach enables the anticipation of potential performance
degradations or resource shortages, allowing for proactive adjustments to resource allocation and
optimization strategies. Key technical functionalities of the AEs include:

- Time-Series Forecasting for KPI Prediction: The Al models employ time-series forecasting
techniques on historical KPI data such as latency, throughput, and reliability. By predicting
future performance trends, the AEs facilitate resource allocation with anticipated demand
patterns. This predictive capability minimizes the risk of SLA violations over the long term by
ensuring that resources are provisioned to meet expected performance requirements.

- Resource Prediction: AEs facilitate dynamic resource optimization by predicting the
requirements of computing, storage, and network allocations across the distributed
infrastructure. In the context of 6G networks with multi-domain orchestration, this capability
is crucial as each network slice may have unique and evolving demands. The AEs enable real-
time scaling and redistribution of resources to maintain optimal performance levels for each
slice.

- Anomaly Detection and Response: Continuous monitoring allows the AEs to detect
deviations from expected KPI patterns, signaling potential security threats, performance
bottlenecks, or resource constraints. Upon detecting anomalies, the AEs can alert network
operators to initiate automated corrective actions. This rapid response mechanism mitigates
adverse impacts on network slice performance and maintains adherence to SLA constraints.

- Multi-Domain Coordination: Given the distributed nature of modern networks, the AEs
collaborate across different domains to ensure end-to-end service delivery. This coordination
allows for the mitigation of performance degradation in one domain by reallocating or
optimizing resources in another. Such cross-domain collaboration is essential for maintaining
overall network performance and reliability.

In addition to these capabilities, the AEs provide essential insights to the DE, enhancing network
management and optimization strategies:
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- Contextual Insights for Decision-Making: By analyzing real-time and historical data, the
AEs uncover patterns, trends, and anomalies in network behavior. This information enables
the DE to make context-aware decisions, dynamically optimizing network performance and
resource allocation while operating within SLA constraints.

- Risk Assessment and Prioritization: The AEs conduct risk assessments related to security
threats, performance bottlenecks, or resource shortages. This risk profiling allows the DE to
prioritize actions, ensuring that critical services maintain high performance levels while
efficiently managing less critical tasks.

- Scenario Evaluation for Optimization: By simulating various "what-if" scenarios, the AEs
help the DE evaluate potential optimization strategies. Predicting outcomes based on
different configurations enables the DE to select the most efficient solutions to achieve
performance objectives and uphold SLA commitments.

- Feedback Loops for Adaptive Management: The AEs establish continuous feedback loops
between the current network state and the DE. This real-time feedback ensures that changes
in network demand, resource availability, or external factors are swiftly addressed. The DE can
adapt its strategies accordingly, maintaining optimal performance across all network slices.

An integral solution contributing to the advancement of AEs is provided by the ISPM. ISPM's
contribution lies in its integration into the AE, where it enhances predictive capabilities through
sophisticated Al algorithms. By becoming a core component of the AE, ISPM enables accurate
predictions of slice-level KPIs for services under long-term SLA constraints. ISPM augments the AE
by leveraging advanced machine learning techniques to analyze vast amounts of network data
collected from various domains. This data-driven approach allows the AE to perform precise time-
series forecasting, anticipating future network performance trends more effectively.

As described before, the ISPM (Infrastructure Status Prediction Module) mentioned in the previous
Sections 2.2 can be part of the AEs, to support this component by predicting the state of the network
infrastructure components. More specifically, the ISPM would be part of the AE instances in the
Infrastructure Domain Managers (IDM), deployed in the 6G DAWN architecture at the infrastructure
layer (see 6G DAWN general architecture in [6GDE3]) in line with its function of making predictions
about the infrastructure components. In this way, the ISPM in the different AE modules can integrate
and correlate information from the different network domains in the infrastructure: Extreme-Edge,
RAN, Edge, Transport Network, Core Network, and Cloud.

As mentioned in Section 2.3.2 the ISPM could rely on pre-trained Al/ML models to make predictions
about the state of the infrastructure. Each ISPM could host different models tailored to process data
from different network domains or to produce predictions at different timescales. The specific Al/ML
algorithms for each ISPM instance would also be selected individually, depending on the specific use
case that needs to be implemented.

For instance, a specific instance of ISPM could be trained to make one-hour predictions for certain
cluster of nodes in the Extreme-Edge domain based on data from the RAN and the Transport
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Network. In practice, such training would be based on relevant data sets collected in these network
domains, e.g., from log files or data streams in infrastructure components, such as routers, switches,
servers, or base stations. Other ISPM instances could even collect data from other network domains
and create predictions in other timescales. After training, each AE would then integrate into the
Infrastructure Domain Managers the required ISPM instances, which would be treated as specific
managed objects within them, i.e., in such a way that the integration and management of these ISPM
instances within the AE modules would be done dynamically from the M&O layer in the architecture
using specific management interfaces (which would be integrated in the more general “Idr” and the
“lid"” interfaces mentioned in [6GDE3]). Once the ISPM instances are integrated and activated within
the AEs, they are be fed with live information from the corresponding network domains (from the
same infrastructure devices from which the training data was collected), which is used to generate
the predictions. Figure 6 shows how this life cycle of the ISPM instances is performed. Indeed, MLOps
practices [EPT+24] could be used to automate the process, especially in what regards the preparation
activities and the management of different ISPM instances that could be available to meet different
needs. This could be used, e.g., to implement continuous learning workflows, where the Al/ML
models within the ISPM would be continuously updated based on new data, ensuring that its
capabilities evolve with changing network conditions and user behaviors.

PREPARATION LIFE CYCLE OF AN ISPM INSTANCE
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FIGURE 6. ISPM INSTANCE LIFE CYCLE

Regarding the specific data to train the Al/ML models of the ISPM, they could be, of course, the
infrastructure devices status information, which may change following certain regular patterns. E.g.,
certain devices could be connected/disconnected or more saturated during certain time intervals
(weekends/workdays, day/night, special event dates...) based on the end-user behaviors, which could
be inferred by the Al/ML algorithms to predict peak usage times and potential overloads. But, besides
the device's availability, other network data and KPIs could be used as well, e.g.:

e The user's density: The data on the number of active users in a specific area can be used to
predict network load and capacity needs.

e Environmental data: For example, environmental factors like rain, snow, or temperature can
affect user behaviors, but also, the signal propagation, especially in the millimeter-wave
(mmWave) frequencies.
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e Attempts by devices to establish or maintain a connection, including reasons for failure, which
can indicate network issues. This information could be obtained from the Radio Resource
Control (RRC) Data in the RAN domain.

e Certain relevant KPIs such as,

- The Signal-to-Noise Ratio (SNR), which measures the quality of the signal received by
the user equipment (UE), helping to predict potential coverage issues.

- The Signal Quality levels, which can give insights about interference levels and overall
signal quality.
- Data on downlink (DL) and uplink (UL) throughput, which can help to predict congestion
and potential bottlenecks.
— Packet Loss. High packet loss can indicate issues in the RAN that may lead to service
degradation.
e Mobility Data, and specifically, handover success/failure rates: Data on the success and failure

of handovers between cells is critical for predicting coverage issues and ensuring seamless
connectivity. Also cell reselection events, since records about when and how often devices
switch between cells can indicate potential issues with coverage or cell configuration.

e Cells Utilization: Percentage of the cell's resources being utilized at any given time can also

help to predict overload conditions. Also, information on how evenly traffic is distributed
across sectors can be useful for optimizing network performance and avoiding congestion.
e Quality of Service (QoS) metrics: These metrics can be such as latency, jitter, throughput,

packet loss, bandwidth, service reliability... can be also critical for real-time services like voice
or video, which can be used to predict service degradation.
e Fault and Alarm Data: Data on alarms raised by different components (e.g., base stations,

antennas, network switches...) can indicate hardware issues or environmental problems. Also,
data on the operational status of the physical or the virtualized equipment (e.g., temperature,
voltage levels...) can also help to predict potential failures.

e User Equipment (UE) Data: For example, the battery status or the capabilities of the connected
devices can help predict the need for the network service components relocation.

e Beamforming Metrics: Data on the performance and directionality of beams can help to
predict issues related to signal coverage and quality. Also, the Massive MIMO (Multiple Input
Multiple Output) performance metrics can be used to predict capacity and throughput issues.

e Security breaches: Predictive analytics and machine learning models can analyze security

incidents in real-time data to identify patterns, and use that information to, e.g., trigger
proactive behaviors on the deployed network service components.

However, beyond making predictions based on isolated KPIs, the potential added value that the ISPM
can bring is the possibility to discover patterns and correlations among a multiplicity of data in
different network domains that might not be self-evident. For example, it can be inferred that the
information from an image processing service could be related to certain mobility data obtained in
the RAN, which could be used to trigger certain service component relocation actions.
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From a functional perspective, ISPMs could be used from the M&O layer in two different ways:

e Asynchronously: In this case, each ISPM instance would generate asynchronous events, which
once processed by the AE on which the ISPM is integrated, is propagated towards the DE
modules in the M&O layer (see general architecture in [6GDE3]). This implements the M&O
control loop described in Section 2.3.2, intended for the already deployed network services

assurance. In practice, those asynchronous events could be transmitted using, e.g. an
asynchronous messages queue, which could be implemented as part of the general “Idr” and
“lid" interfaces. Figure 7 below shows the sequence diagram for this asynchronous operation
mode. As can be seen from this figure, besides the trigger towards the DE, the ISPM would
also update the Infrastructure Layer with information regarding the forecasted devices
availability. This would be done per-device, intended to support the synchronous operation
mode described right before. The update would be done on a specific distributed database
in this infrastructure layer, or right on the involved devices themselves.

Infrastructure MS ISPM Decision Enrine ACT
Layer (whithin AE) (whithin IDMO/DMO)
[
loop |

Infrastructure
Related Data
Ld

Infrastructure

Related Data
(filtered/normalised) y |
4

Asyncronous Trigger

(prediction) N
P
Orchestration Action
(e.g.. Network Service
component relocation) >
4 Per-node availability info.
Infrastructure MS ISPM Decision Enrine ACT
Layer (whithin AE) || (whithin IDMO/DMO)

FIGURE 7. ISPM ASYNCHRONOUS WORKING (SERVICE ASSURANCE).

e Synchronously: In this case the M&O system queries the AEs (and the ISPMs within them)
about the possible future unavailability of certain infrastructure devices, e.g., during the

network services deployment stage. This can be used to find the optimal set of infrastructure
resources to host the network service components: if a device in the infrastructure is expected
to be unavailable within a short period of time, another more reliable device could be
selected. In this case, the communication would be obviously initiated from the (Inter-
)Domain Manager and Orchestrators in the M&O layer, for which a RESTful API could be used,
which could be also part of the general “Idr” and “lid” interfaces. Figure 8 below shows a
simplified sequence diagram for this synchronous operation mode. The query from the
IDMO/DMO could be done to the ISPM, but also, directly to the involved infrastructure
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elements in the Infrastructure Layer, considering that the per-node availability info was
recorded in the infrastructure elements during a previous asynchronous operation cycle (last
stage in the previous asynchronous operation diagram in Figure 7).

Operations IDMO/DMO ISPM (whithin AE) or

Team Infrastructure Layer ACT

Deploy
Network Service
L4

Get Infrastructure Info.
(e.g., availability info)
¥

Forecasted
4 Infrastructure Info.
bl

Optimised Network Service Deployment
|

Operations IDMO/DMO ISPM (whithin AE) or
Team Infrastructure Layer

h

ACT

FIGURE 8. ISPM SYNCHRONOUS WORKING (SERVICE DEPLOYMENT).

3.1.1 State of the Art

Regarding the ISPM, what is considered the most relevant reference in the state-of-the-art providing
equivalent functionalities is the so-called Network Data Analytics Function (NWDAF) incorporated to
the 5G core network architecture [TS29520] [TS23288]. As a whole, the NWDAF is designed to
enhance the performance, efficiency, and reliability of the 5G network by collecting, analyzing, and
providing insights from network data, which can be used to optimize various aspects of the network,
support decision-making, and enable predictive analytics.

The NWDAF is designed to collect data from multiple network functions (NFs) within the 5G core
network, including AMF (Access and Mobility Management Function), SMF (Session Management
Function), PCF (Policy Control Function), and others. Besides, it can also gather data from other
sources, such as the RAN and application servers. As for the ISPM, the data collected can include
various network metrics, QoS parameters, user equipment (UE) behavior, mobility patterns, traffic
statistics, and more. This data gathering can be also used to predict future network conditions, such
as traffic congestion, potential failures, or security breaches, allowing operators to take proactive
measures. This can be also based on integrating Al and ML models.

3.1.2 Beyond the State of the Art in 6G DAWN Context

Regarding the ISPM, this component is considered to extend the scope of functionality provided by
the NWDAF due to its integration into the 6G DAWN architectural design, which is considered
beyond the state-of-the-art in itself, in a fully decentralised way. The rationale behind is that the
NWDAF is primarily designed to be deployed in a centralized way, within the scope of a single
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operator's network, and processing data restricted to that operator's own network domain, i.e., the
NWDAF is designed to operate utilizing data generated within the core network functions and
infrastructure of a specific operator, and being this deployment customized to meet the specific
requirements, policies, and the network architecture for that operator. Although it is true that there
could be specific scenarios with services spanning multiple operators cross-domain (e.g., certain loT
applications or inter-operator network slices) with the need to exchange data between NWDAF
instances across operators, this would require to rely on specific interfaces and strict agreements.

However, the ISPM is integrated in the 6G DAWN architecture in a native way, as part of the AE
functional blocks, which are M&O elements distributed through the different layers of the M&O
architecture. Besides, and also in line with the 6G DAWN architectural design, it can process
information from the extreme-edge domain, which as explained in Section 2.2, refers those resources
in the whole network continuum beyond the technical and the administrative domains of a specific
stakeholder (e.g., an operator). It is considered this could bring additional benefits beyond the state
of the art, e.g.:

e Abetter scalability. Decentralized architectures are known to be more scalable, with high fault
tolerance and no single point of failure.

e It would make possible to integrate the ISPM more tightly with the additional pool of the
extreme-edge resources, which can help to develop more sophisticated Al/ML models to
predict network issues, optimize resources, and adapt to changing conditions with greater
accuracy.

e Torely in multiple decentralised ISPM instances can also help to implement enhanced Al/ML
models (e.g., implementing federated learning algorithms across multiple ISPM instances to
enhance Al models while maintaining data privacy, so allowing operators and other
stakeholders to benefit from collective insights without sharing raw data).

e Better integration with user and application data. The integration of the extreme-edge would
allow the ISPMs to integrate application-layer data and end-user behaviors, enabling more
personalized and application-aware network optimizations.

3.2 Energy efficiency as service criteria

There are many ongoing research efforts from both academia and industry in achieving new ways in
which CSPs can reduce the energy consumption of their network infrastructure, both from an
orchestration perspective as well as from a RAN perspective. However, these optimizations are
implemented within the network itself (within the horizontal services managed by CSPs) but are not
exposed to verticals nor external users. The exposure of energy efficiency related information,
together with the exposure of other configuration and policy management functionalities, via
standardized interfaces would allow the creation of end-to-end energy optimizations.
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3.2.1 State of the Art

As mentioned before, extensive research regarding how MNOs may reduce the energy consumption
of their network infrastructure, both from orchestration and RAN perspective, exists.

From an orchestration perspective, potential energy saving use cases identified by 3GPP have been
captured in TS 28.310 [TS28310]. The energy saving use cases consist on switching off capacity
booster cells (fully or partially overlaid by other cells) as well as UPFs during low-traffic periods. The
configuration of energy saving policies to govern these solutions is defined in 3GPP TS 28.541
[TS28541], while the performance and PEE (Power, Energy and Environmental) measurements to be
used are defined in 3GPP TS 28.552 [TS28552], together with TS 28.554 [TS28554]. RAN WG3 is also
studying possible coordination techniques over network interfaces such as X2/Xn for Enhanced
Carrier/Cell Switch Off/On mechanisms.

Additionally, the O-RAN Alliance has defined its own use cases for the O-RAN architecture as part of
its Technical Report on Network Energy Saving Use Cases 2.0 [ORANUC]. These include the switch
off of cells/carriers, the reconfiguration of RF parameters (mainly O-RU array selection) and the
selection of advanced sleep modes (such as those defined in 3GPP TR 38.864 [TR38864]) during low-
traffic periods.

From a RAN perspective, there is ongoing work in 3GPP Rel.18 by the RAN WGT1 to improve energy
efficiency in NR. This effort has been materialized in TR 38.864 [TR38864], which defines a
consumption model for NR base stations, an evaluation methodology, appropriate KPIs and possible
techniques on the gNB and UE side to improve network energy savings in terms of both BS
transmission and reception.

Other activities related to the reduction of the in-network energy consumption, as identified by
GSMA T[AIES, p. 12], include the addition of improvement in data center and RAN cooling, more
efficient backup generators or advanced battery solutions.

However, as already stated, the previously analyzed optimizations are, however, implemented within
the network itself. Currently, there is a gap in the exposure of EE and EC information and interfaces
for verticals to perform energy optimizations. This has been recognized by 3GPP, which has carried
out a study of potential uses cases in which energy efficiency may be used as service criteria as part
of its R19 activities. This work has been presented by the SA1 work group in TR 22.882 [TR22882].
Additionally, WG SA5 has set the goal, as part of its R18 activities, to investigate new use cases for
energy saving, including those which may be provided by the NWDAF [EESA5].

Finally, the exposure of this type of information and configuration policies would enable the
implementation of similar, but more complex, use cases. One such example would be the
optimization of existing network resources by pooling communication services between operators
with the goal of preventing the grid failure itself in the first place, instead of trying to minimize its
negative impact once it occurs. This use case, defined as part of TR 22.882 [TR22882, Sec. 5.11], would
however require significant effort in order to implement it, facing major challenges such as (i) the 5G
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system having to support the collection of charging information associated with a UE served using
communication service pooling or (ii) the definition of complex resource allocation mechanisms
between operators.

3.2.2 Beyond the State of the Art in 6G DAWN Context

This existing gap is addressed as part of the 6G DAWN architecture by exposing energy-related
metrics and configuration interfaces via the Monitoring and Analytics Engine, along with the other
northbound interfaces exposed. More concretely, the ELASTIC subproject is contributing to 3GPP
goals by:

e Exploring & implementing new uses cases in which verticals can use a standards-based MS
and AE (implemented via NWDAF, NEF and an NDT) to achieve new EE optimizations and
customizations.

e Detecting potential new requirements within the 3GPP standard and the ongoing R18 & R19
work to support these use cases.

¢ Expanding the knowledge of how different RAN configuration settings can impact the EC and
performance of the network

e The exposure of this type of information and configuration policies would enable the
implementation of similar, but more complex, use cases (e.g. optimization of existing network
resources by pooling communication services between operators with the goal of preventing
the grid failure itself, instead of minimizing its negative impact)

3.3 O-RAN network interfaces for KPI extraction and support Al
driven network management

The adoption of Al for network management is a key element of both 6G networks and O-RAN. In
more detail, Al enables dynamic RAN adaptation in accordance to the observed context, which is a
principal objective of O-RAN. Towards this end, O-RAN has defined the RAN Intelligent Controller
(RIC) component, which has been designed to enable more dynamic and intelligent management of
radio resources, help optimize network performance, improve resource allocation, and support
advanced features such as network slicing and service differentiation.

The RIC is implemented and deployed as a set of virtualized functions, which are split architecturally
for near-real time and non-real time functionality. The near-real time RIC is core to the dynamic
control and optimization of the RAN, connecting directly to a gNB, through the E2 interface. In the
E2 terminology, the gNB, or each of the components into which it can be splitted is an E2 node,
namely the Distribued Unit (DU), Centralized Unit (CU)-Control Plane (CP) and CU-User Plane (UP).
The RIC is able to query and control the status of the E2 nodes that are connected to it. This facilitates
the development of external applications, xApps (or rApps in case of non-real time RICs), from
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different software vendors, that represent closed-loop optimisation algorithms that need to
complete within a certain period (up to 1 second for near-real time operation).

Network fault management can thus be achieved through Al-driven xApps (and rApps) running in
the RIC, which are fed with relevant KPIs from the E2 nodes (e.g., gNBs/DUs).

3.3.1 State of the Art

At the gNB end, 6G DAWN will employ the srsRAN Project [SRS1], an open-source O-RAN native
5G CU/DU SDR-based implementation from SRS. The gNB implementation follows the 3rd
Generation Partnership Project (3GPP) 5G system architecture and provides the functional splits
between the DU and the CU, while adding the O-RAN defined interfaces, as shown in Figure 9.

______________ NG-c
XN-c

NG-u
XN-u

SMO
=
near-RT-RIC

non-RT-RIC

PHY - high

PHY - low

0O-DU-low

FH (7.2)

RU

O-RU

FIGURE 9: INTERFACES EXPOSED BY THE SRSRAN PROJECT GNB IMPLEMENTATION (SHADED IN BLUE).

As detailed in Figure 9, the DU and CU components communicate with the near-real time RIC through
the E2 interface. The protocol dictating the communication over the E2 interface is called E2
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Application Protocol (E2AP). The E2AP is implemented on top of the Stream Control Transmission
Protocol (SCTP) using Abstract Syntax Notation One (ASN1) messages.

The main function of the E2 interface is the provision of the following near-real time RIC services, as
defined in [ORAN31]:

e Report: Subscription request to the E2 node with information to configure how reports
should be sent by the node back to the RIC.

¢ Insert: Subscription request to the E2 node with information to configure an insert message,
which will be used to suspend an ongoing procedure in the node. The RIC then decides how
to deal with the suspended procedure (e.g., override, cancel, etc.).

e Control: Control message to the E2 node to instantiate a procedure or resume a previously
suspended one.

e Policy: The RIC requests a node to execute a specific policy during the normal functioning of
the E2 node.

Additionally, the following support functions are also provided by the E2:

e Interface management.
e RIC service updates.

- E2 Interface

: E2AP Services : 5

.. * E25etup * Report ¢ Insert ¢ Control e Policy| ;

: . # E2 Indication ;
- E2 Reset e

B - | S —

* Near-RT RIC Service Update i

LdDS

N ) ¥
: 1E2 ' Different SMs can be encapsulated in E2AP packets ||
:) IEZAP*EZSM (LA
B PaCK O o ey S o R TR S gt

FIGURE 10: OVERVIEW OF THE E2 INTERFACE.

The E2 service model defines the functions in the E2 node which may be controlled by the RIC. For
each exposed function in the service model, the RIC may monitor, suspend, stop, override or control
the behavior of the E2 node via different policies.

The O-RAN E2 Service Model (E2SM) specifications [ORAN32] define different service models which
are specific implementations of the above points. Hence, one or more E2SMs are embedded in an
E2AP message, as shown in Figure 10. Two ES2Ms are specifically relevant to 6G DAWN and are
detailed below:
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e Key Performance Measurement (E2SM-KPM): With this service, the RIC can obtain a wide
variety of KPIs from the gNBs (with different granularity if needed/configured - e.g., cell slice,
QoS class), detailing relevant aspects of the RAN performance and operating status. This
monitoring capability enables the RIC to optimize the 6G network management (e.g.,
circumvent communication impairments). There are two principal standard sources defining
specific KPIs: the 3GPP Technical Specification Group (TSG) Services and System Aspects (SA)
work group (WG) 5 [3GPPT] and the O-RAN Alliance WG3 that defines O-RAN-specific
measurements [ORAN33].

¢ RAN control (E2SM-RC): With this service, the RIC can mange the modification and initiation
of RAN control processes and messages, that may result in change of RAN behavior. The
implementation of this service is defined by the O-RAN Alliance in [ORAN34] and 3GPP in
[3GPPT2].

At the start of the 6G DAWN project the CU/DU implementation provided by the srsRAN project
features a baseline realization of the E2 interface. This implementation includes the E2AP and an E2
agent in the gNB-DU, which provides limited support for the E2SM-KPM service, as detailed in
Table 3.1.

TABLE 3.1: METRICS SUPPORTED BY THE E2SM-KPM IMPLEMENTATION AT THE START OF 6G DAWN.

Category

Data Radio Bearer

Custom PHY

Name Description

DRB.RIcPacketDropRateDlI DL Packet Drop Rate in the
gNB-DU

DRB.RIcSduTransmittedVolum | RLC DL transmitted SDU

eDL volume

DRB.RIcSduTransmittedVolum | RLC UL transmitted SDU

eDL volume

cal Channel Quality Indicator

RSRP Reference Signal Received
Power

RSRQ Reference Signal Received
Quality

3.3.2 Beyond the State of the Art in 6G DAWN context

In the context of 6G DAWN the E2 implementation of the srsRAN project is extended to support the
requirements of the project. Moreover, the code is thoroughly revised and refined to improve its
stability and ease of use, considering both integration to third-party E2-based component
implementations (e.g. near-real time RIC) and continuous integration procedures (i.e., facilitate code

maintenance and testing). Finally, these extensions and refinements are employed in the
implementation of the 6G DAWN PoCs.
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The E2 extension adds a set of KPMs and RC actions with the objective to enable Al-driven network
monitoring and fault management. It includes the addition of an E2 agent in the gNB-CU, which
enables monitoring and acting on the control-plane as well as on the user-plane. Furthermore,
support for E2SM-RC is added, covering a subset of the RC actions defined in [ORAN34, 3GPPT2].

TABLE 3.2: CANDIDATE RC ACTIONS TO BE ADDED TO THE E2SM-RC IMPLEMENTATION IN THE CONTEXT

OF 6G DAWN.
Category Name Description
Radio Resource Allocation | Slice-level PRB quota Enables modifying the
Control resource usage quota for the
different RAN users
Connected Mode Mobility | Handover Control Enable traffic steering (e.g.
Control handover between DUs)

In terms of the E2SM-KPM service, a wider number of KPMs will be included, including the possibility
of defining ad-hoc KPIs for the 6G DAWN PoCs if deemed necessary. Table 3.3 points to candidate
KPMs to be implemented in the context of 6G DAWN. Furthermore, support of all 5 report styles
defined in [ORAN33] is added.

TABLE 3.3: CANDIDATE METRICS TO BE ADDED TO THE E2SM-KPM IMPLEMENTATION IN THE CONTEXT

OF 6G DAWN.
Category Name Description
Data Radio Bearer DRB.UEThpDI Average DL UE throughput in
the gNB-DU
DRB.UEThpUI Average UL UE throughput in
the gNB-DU
DRB.PacketSuccessRateUIgNB | UL PDCP SDU Success Rate
Uu
DRB.RlcSduDelayDI Average delay DL in gNB-DU
DRB.RIcDelayUl Average RLC packet delay in
the UL
DRB.AirlfDelayUl Average delay UL on over-the-
air interface
Radio Resource Utilization RRU.PrbAvailDI DL total available PRB
RRU.PrbAvailUl UL total available PRB
RRU.PrbTotDI DL Total PRB Usage
RRU.PrbTotUl UL Total PRB Usage
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3.4 ML optimization with an embedded analytics engine in a Digital
Twin
Aiming at ensuring swift and effective mechanisms for ML optimization of mobile networks
performance and resources the approach of embedding analytics engine in Digital Twin is emerging.
The proposed approach integrates two complementary strategies: Digitally Twinning the physical
system -and therefore continuously monitoring it for performance and status-, on the one hand, and
leveraging that information through autonomous embedded analytics for gaining insight on how to
effectively improve/optimize the performance and usage of resources of that system -taking into

account its actual patterns of usage-, on the other hand. The Digital Twin platform might enable, or
even autonomously enforce, the identified optimization actions derived from such insight

generation.
Network Digital Twin ML Optimization
solution concept process
0,9 0
o
. . 1. Expected
NDT @7 /s 2 Performance & Energy
<> . o
Operator Layer III' idiye g Efficiency Objectives
NDT OO0 . .
Services Layer @ tj:')—»l:! - 4. Understanding of 2. Recommendatl_on
actual Usage Patterns and Implementation
RSV SV, S, ] & Trends of new Configuration
[ i S 0SS Layer
e
1 : [ .
: i 5G Network | 3. Monitoring of
: : : Digital Instance : 5G Network Performance &
id! i Physical Instance Resource utilization
ud 1
L p—

FIGURE 11: ML OPTIMIZATION PROCESS WITH EMBEDDED ANALYTICS IN DIGITAL TWIN

Digital Twin solutions are mainly aimed at timely detecting unexpected divergences between the
actual and predicted performance of the twined physical system, so that alarms can be raised for
trying to prevent or mitigate critical failures of performance that might follow shortly after. The
Network Digital solution concept that we are proposing (represented in Figure 11) extends beyond
that objective and into providing support for advanced services of adaptation of the system itself to
the requirements on its performance.

The sequence of steps 1-2-3 depicted in Figure 11 -be articulated in either manual, semi-automated
or fully automated fashions- enables that the desired performance and efficiency objectives for the
expected usage of the physical system (step 1) are taken into consideration for optimizing the
configuration of the system (step 2), which will be concurrently monitored and simulated
(accordingly), as per the typical Digital Twin process (step 3). Now, beyond the native goal of step 3,
i.e. comparing the actual and predicted behavior and performance it is also possible to incorporate
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ML techniques for extracting the actual patterns of usage of the system (step 4), and to use them as
key inputs for reassessing the original recommendation for the optimal configuration of the physical
system (arc from Step 4 to Step 1). In other words, it could be possible to close (and re-start) the
optimization loop that was started from considering the initial -a priori- expectations on performance
of the network for the expected usage patterns with a new cycle of recommendation-optimization-
monitoring triggered by the extraction of the actual conditions and usage patterns on that physical
system.

ML optimization with embedded analytics engine in a Digital Twin is, in summary, an automated
process for unravelling and addressing opportunities for optimization of complex systems like 5G
NPNs. No human intervention shall be required in this E2E autonomous process other than that of
initially setting a range of expectations on network performance levels and resource usage efficiency
objectives.

In the context and scope of 6G DAWN project this process shall zero in on the optimization of the
usage of resources in NPN scenarios, with special focus on reducing energy consumption without
impacting expected performance levels, as well as on the detection of anomalies that may pose a
major threat on the sustainability of the NPN service.

3.4.1 State of the Art

ML optimization with Embedded Analytics in Digital Twin is a new concept that: i) reuses ML
advanced methods and tools, ii) embraces Digital Twin vision and iii) is applicable to 3GPP PNI-NPN
standard, extending 3GPP NEF as a baseline for Exposure and differentiating from 3GPP NWDAF.
Each of these levers with baseline technologies defining the underlying SotA for this new concept is
represented in Figure 12 and further developed in this section.

é Digital Twin ) ML Optimization a4 ML )
Visi with Embedded Analytics » Advanced methods & tools
*  Vision ¢ :
* Generic Objectives in Digital Twin Non supervised

classification
Extends DT concept models (Clustering)
Leveraging ML techniques * Neural Networks

N Digital Twin initiatives _/ Applicable to NPN optimize — Evolving solutions —/

- ™
5G Networks

* Philosophical Principles
* Generic Use Cases

* Specifications:
* 5G NPN (applicability)
* NEF (for exposure)
*  NWDAF (for nw analytics)

! 3GPP standards J

FIGURE 12: SOTA MAP FOR ML OPTIMIZATION WITH EMBEDDED ANALYTICS IN DIGITAL TWIN
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3.4.2 Beyond the State of the Art in 6G DAWN Context

From a Machine Learning perspective, the techniques of unsupervised classification and neural
networks for anomaly detection are different approaches to addressing the problem of identifying
unusual patterns or anomalies in datasets.

The aim is to detect anomalies not only in energy peaks but also to identify anomalous users causing
the need for using different configurations that do not correspond to the expected patterns for the
studied traffic models.

It should be also noted that while developing Al/ML model for the NDT platform, our focus would
be finding the most convenient Al/ML model among the existing, well-established models from the
research community that fulfills the requirements of performing an accurate performance
optimization on the NPN system, rather than developing a novel Al/ML model or algorithm that
produces better optimization results than the existing methods.

Learning approach:

e Unsupervised classification: Algorithms attempt to group or segment the data into distinct
sets or patterns without the need for predefined labels or categories. Inherent structures and
data distributions are explored to group them into clusters or reduce their dimensionality.

¢ Neural networks: They can be used in both supervised and unsupervised approaches. In the
unsupervised case, the neural network tries to model the normal patterns of the data and
detect significant deviations from these patterns as anomalies.

Data modeling:

e Unsupervised classification: It relies on the structure and distribution of the data to perform
grouping or dimensionality reduction. Algorithms such as K-means, DBSCAN, PCA, and t-SNE
are common examples.

e Neural networks for anomaly detection: They utilize the capacity of neural networks to
model complex patterns and learn data representations to detect significant deviations from
normal patterns.

Interpretation and evaluation:

¢ Unsupervised classification: The interpretation of results can be more subjective and largely
depends on domain knowledge and the user's interpretation of the results. Evaluation metrics
may be less clear due to the lack of labels.

e Neural networks for anomaly detection: Various evaluation metrics such as precision,
recall, F1-score, and ROC curves can be used to assess the model's performance in anomaly
detection.
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In summary, although both approaches can be used to identify unusual patterns in data, they differ
in their underlying techniques, applications, and ways of interpreting and evaluating results. The
choice between them depends on the specific context of the problem and the available data.

Advantages and disadvantages:
e Unsupervised classification:
e Advantages:
e Does not require anomaly labels in training data.
e Can identify different types of anomalies.
o Disadvantages:
e Sensitive to parameter choices like the number of clusters in K-means.
e Not always effective for detecting anomalies in high-dimensional data.
¢ Neural network-based detection:
o Advantages:
e Can capture nonlinear and complex relationships between features.
e Can adapt to different types of data and structures.
o Disadvantages:
e Requires higher computational power and training time, especially for large datasets.

e Can be difficult to interpret and explain anomaly detection decisions.
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4 Mapping of Key Concepts with Use Cases Proof of
Concepts

6G DAWN ELASTIC contributions on technological key concepts are mapped in this section to the
proof of concepts where they are dealt with, in some cases theoretically, which is indicated in Table
4.1, or in implementation and results. Notice that many key concepts are transversal and also appear
in RESILIENT PoCs.

TABLE 4.1: KEY CONCEPTS MAPPING VERSUS POCS

Key Concepts EUC1T EUC1 EUC2 RUC1T RUC1 RUC2
PoC1l PoC2 PoC1l PoCl1 PoC2 PoC1

NPN Digital Twin System X X

Extreme Edge X X

Al/ML agent for control loops X X X

xApps in O-RAN X

Relation of vertical KPIs with the network X X X

configuration

Inter(a)-slice reconfiguration and massive X X

slicing

NEF instance for KPI data and configuration X X

capabilities exposures of NPNs

Al/ML  methods for reducing energy X X X

consumption

Network-aware distributed analytic engines X X X

(AEs) Al models for slice-level KPI prediction (theor (theor

under long-term SLA constraints etical) etical)

Energy efficiency as service criteria X X

O-RAN network interfaces for KPI extraction X

and support Al driven network management

ML optimization with an embedded analytics X
engine in a Digital Twin
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5 Conclusions

The document presents the contributions of 6G DAWN ELASTIC subproject to the development of
some key technical concepts beyond the state of the art. For each of the topics a state of the art is
presented, and 6G DAWN ELASTIC contribution towards its enhancement. Many of the topics have
been dealt with in collaboration of 6G DAWN RESILIENT subproject. In the last section, the proofs of
concepts where the key concepts have been implemented, or treated in theoretical way, are
identified.

This analysis resulted in the following architectural contributions that go beyond state of the art:

e The proposed Network Digital Twin (NDT) concept offers a comprehensive platform that
covers everything from performance monitoring to optimization, focusing on PNI-NPN
scenarios and utilizing theoretical, empirical, and machine learning models to enhance
performance. Additionally, it integrates with 5G network architecture and supports both
autonomous and collaborative strategies, providing a modular and open solution for
intelligent network optimization.

e 6G DAWN introduces the extreme-edge domain as part of a multi-stakeholder, multi-domain
network continuum, which enables unified orchestration of diverse resources across different
technological and administrative domains. Additionally, 6G DAWN will develop a realistic
emulator to simulate the complexity and volatility of the extreme-edge and implement an
Al/ML-based predictive system to manage resource availability, enhancing fault tolerance
and service continuity in 6G networks.

e The 6G DAWN architecture is designed to consider xApps that enable decentralized, scalable,
and resilient network management, particularly for massive network slicing in 6G. The 6G
DAWN ELASTIC sub-project focuses on distributed intelligence, allowing xApps to
dynamically scale and adapt to real-time network demands, leveraging Al-driven adaptability
for efficient resource management and proactive fault handling across multiple domains.

e The project focuses on reducing network energy consumption without compromising user
experience by utilizing application-specific QoE metrics and energy data from theoretical
models, lab measurements, and field data. Through integration with core network functions
and monitoring agents at endpoints, the system will enable real-time optimization of energy
usage and performance, particularly in mission-critical PNI-NPN scenarios, using insights
from network digital twins for enhanced efficiency.

e In 6G DAWN, inter(a)-slice reconfiguration will adopt a distributed, Al-driven approach,
enabling dynamic resource sharing between network slices based on real-time demand. The
6G DAWN ELASTIC project introduces scalable slicing, cross-domain coordination, and
dynamic resource reallocation, enhancing efficiency and ensuring that multiple slices are
simultaneously optimized without compromising service quality, with insights derived from
digital twin modeling and machine learning.
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e 6G-DAWN enhances 3GPP NEF services to address specific gaps for Non-Public Networks
(NPNs), focusing on optimization for energy and performance, dynamic configuration
provisioning, and expanded analytic KPIs. These NEF extensions will empower Application
Functions (AFs) to manage NPNs more effectively, improving network performance, resource
efficiency, and resilience while enabling innovation in NPN management tools.

e The project uses probabilistic forecasting techniques to enhance O-RAN power efficiency
deployments thanks to the use of Al to predict network conditions and resource
requirements.

e The ISPM in the 6G DAWN architecture extends beyond the centralized scope of NWDAF by
integrating natively into a decentralized, multi-layered design that processes data from the
extreme-edge domain. This approach enhances scalability, supports advanced Al/ML (e.g.,
through federated learning) for more accurate predictions, and is prepared to integrate user
and application data for personalized network optimizations, surpassing current state-of-the-
art capabilities.

e The 6G DAWN architecture exposes energy metrics and configuration interfaces through its
Monitoring and Analytics Engine, advancing 3GPP standards for enhanced energy efficiency
(EE). The ELASTIC subproject contributes by exploring EE use cases, identifying new 3GPP
requirements, and examining RAN configurations' impact on energy consumption.

e In the 6G DAWN project, the E2 implementation from srsRAN is extended to support Al-
driven network monitoring and fault management, including enhanced Key Performance
Metrics (KPMs) and Resource Control (RC) actions to improve network control and user
experience. These updates enable actions like slice-level resource quotas, mobility controls,
and detailed monitoring metrics for throughput, latency, and resource usage, supporting
advanced use cases in the 6G DAWN PoCs.

e The 6G DAWN project introduces ML optimization with Embedded Analytics in a Digital Twin
framework, leveraging unsupervised classification and neural networks for anomaly detection
to enhance network performance and identify unusual traffic patterns in NPNs. This approach
applies advanced ML methods within the 3GPP PNI-NPN framework, focusing on the
selection of algorithms to optimize NPNs, balancing computational efficiency and
interpretability of results based on problem context and data structure.
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